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1. INTRODUCTION
The Homeless Individuals and Families Information System (HIFIS) was developed by the Government of Canada – Employment and Social Development (ESDC) in partnership with communities and shelter operators sheltering the homeless across Canada. It is a computer software system designed to assist emergency shelter providers with daily operations such as booking in clients, maintaining bed lists, and producing billing reports. In addition, by creating one national data collection and management software system, communities and shelter operators across Canada are able to, over time, compare aggregate data on the nature of homelessness in their communities. HIFIS data can also be analyzed to influence micro and macro level decision-making, and can be made available to management of agencies, researchers, and various levels of government for the purpose of policy and planning development, with the goals of alleviating and eliminating homelessness. 
The Homeless Information Partnership Fredericton (HIPF) is a collaborative that links a number of programs (see Appendix A) that have a common objective: the creation of a single, integrated and shared HIFIS, that is used by agencies in Fredericton to better serve the needs of their clients, and can be used to more accurately report on the joint activities of the participating agencies. Information is shared among shelters/service providers that fall within the same sector, according to the population they serve. Our vision recognizes that a client of these agencies is a single person or a single family, and that they should be recognized as such both in the services that are provided to them as well as in the statistics that are derived from such use. We are committed to ending homelessness in Fredericton and we believe that this will happen only through tight collaboration among all agencies. We see this initiative as a start.  
The purpose of this document is to provide a guide to the shared HIFIS system that is in use by agencies that have entered into the HIPF. The User Guide is intended for use in the following ways:
a) As a guide for HIFIS users in order to explain the objectives of the HIPF, the conditions under which their agency has agreed to become a member and, therefore, the obligations and responsibilities of all users, and 
b) As a document which serves to provide an overview of the policies and procedures that have been agreed to by the participating agencies. As such, it is important to understand that this document has been approved by the HIFIS subcommittee of the Community Action Group on Homelessness (CAGH), the body that represents Participating Agencies within the HIPF framework.
c) To support the implementation of a shared HIFIS database, to define the nature and format of the HIFIS data that will be collected and shared, to set parameters around how and when data, including the personal information of shelter clients, will be collected and by whom; to clarify issues of data ownership; and to determine steps to ensure that client privacy will be protected.


2. DEFINITIONS
a. Aggregate data – refers to information that cannot be used to identify a specific individual. The information compiled from HIFIS data exports is generally referred to as aggregate data since it brings all data from all agencies into a single database for reporting and analysis; 
b. Client record – refers to any information recorded in the HIFIS database that can be directly linked to an individual or person;
c. Client – refers to an individual, person, or family requesting service from any participating agency;
d. Community Action Group on Homelessness (CAGH) is a network of non-profit organizations, government representatives, and community leaders working collaboratively to combat homelessness in Fredericton.  
e. Community Development Coordinator (CDC) – refers to the coordinator of the CAGH, who works in close collaboration with the HIFIS CC to ensure the needs of the community and individual Partnering Agencies are met, as they relate to HIFIS.
f. Custodian has its meaning defined in the Personal Health Information Privacy and Access Act (New Brunswick) (“PHIPPA”) and refers to an individual or organization that collects, maintains or uses personal health information for the purpose of providing or assisting in the provision of health care or treatment or the planning and management of the health care system or delivering a government program or service;
g. Data dictionary – refers to the list of all data elements that can be collected in HIFIS and that defines the meaning and interpretation of each of these elements. It also provides a list of approved values for all such fields; 
h. Database – refers to an electronic file stored within a computer system; 
i. HDC – refers to the Human Development Council, which provides the server on which the HIFIS application resides, and is responsible for providing the shared HIFIS service to all participating agencies;
j. HIFIS Community Coordinator (HIFIS CC) refers to a local community representative, recognized by the Government of Canada (ESDC) to be responsible for liaising with all HIFIS users in a given area of the country. In Fredericton, this role is played by HDC in addition to its role as the Service Provider for the shared HIFIS system;
k. Look-up field – refers to data elements within HIFIS data entry screens containing a list of predefined values from which to choose; 
l. Personal information – refers to any recorded information about an identifiable individual;
m. Participating agency (PA) – refers to an organization providing shelter services and other community-based services to homeless individuals or families, and which is obligated to be bound by the terms of the Service Level Agreement;
n. Agent or Information Manager as used in this document both have the meaning defined in PHIPPA. The HDC plays this role in the context of the HIPF, as an organization that provides contracted services to organizations that may be Custodians of the information that they collect and store in the HIFIS system.
o. Standard data set – refers to the list of all database fields included in the HIFIS export. 
 


3. SCOPE

a) This document reflects an agreement between all parties to the HIPF, listed in Appendix A. This list is subject to change and an updated copy should be kept handy in client areas and shared with clients and other stakeholders upon request. 
b) All parties to the HIPF agree to comply with all applicable municipal, provincial, and federal laws and regulations relating to the collection, use, disclosure, retention, and disposal of personal information. In the event such laws do not apply to a Participating Agency (PA), they have nevertheless agreed to take reasonable measures to follow the principles of these laws wherever possible. This document reflects these undertakings. 
c) This document applies to the Human Development Council (HDC) and PAs, including all their employees, volunteers, and other agents without limitations, as well as all members of their committees and working groups as applicable. 
d) The geographic area governed by HIPF is Region 3 (Central New Brunswick), as defined by the Department of Social Development (i.e., the City of Fredericton and surrounding area).

4. VISION AND GUIDING PRINCIPLES

a) VISION
The Information system will be a single integrated system, available for use by all PAs and will have the following characteristics:

i. It will be based on a collaborative model between all PAs who will have equal rights and privileges under this agreement, and governance structures;
ii. PAs will remain responsible for their data within the system and will remain the Custodian of their data as defined by privacy legislation (e.g., PHIPAA). 
iii. HDC, as the HIFIS CC, will provide the server on which the HIFIS application resides, and be responsible for providing the shared HIFIS service to all participating agencies.
5. DATA SHARING AND OWNERSHIP
a) Service Provider
i. In keeping with the guiding principles, each service provider agrees to share client information through the use of a centrally hosted HIFIS application.
ii. Shared access to data will be limited to each service provider’s target service sector population. 
iii. The service provider providing initial direct service to a client is considered to have primary ownership over the client record. Primary ownership of other information for this client will belong to the service provider recording that information (“secondary service provider”).
iv. Service providers understand that some data, over which they have primary ownership, may be modified by other service providers as necessary to correct or add information to the database. Likewise, some data will be shared that can only be modified by the service provider with primary ownership. 
b) HDC
i. HDC, as HIFIS Community Coordinator (HIFIS CC), is given “shared ownership” of the aggregate HIFIS data. 
ii. Shared ownership stipulates that the HIFIS CC can analyze and report on aggregate HIFIS data to the Government of Canada, provincial funding bodies and other relevant stakeholders. Where appropriate, this will be done in consultation and collaboration with the HIPF.
iii. HDC, as HIFIS Application Host, does not own identifying data. 
c) Government of Canada
i. The Government of Canada, via the Homelessness Partnering Secretariat of Employment and Social Development Canada, has no ownership of HIFIS data but retains the right to report on non-identifiable, aggregate data.
6. DATA CONFIDENTIALITY
	a) Service Provider
i. Each service provider shall keep in confidence the personal information of shelter clients to which it has access as part of this agreement. 
ii. All service providers must comply with applicable municipal, provincial, and federal legislation relating to the collection, storage and sharing of personal client information and in so doing will take all reasonable precautions to protect all personal information from any unauthorized use, disclosure, copying, modification, and destruction. 
iii. Service providers shall notify clients that personal information collected in HIFIS may be shared with designated parties named in this protocol for the purposes of providing and funding ongoing or future services. Service providers shall ensure that all clients provide prior expressed consent for the collection and use of their personal information by signing an approved consent form (Appendix B)
iv. The sharing of aggregate data does not require the permission of individual clients. 
v. Service providers shall be responsible for responding to requests for access to personal information made by their clients in accordance with applicable legislation and regulations. The service provider with primary ownership of the client record will be responsible for coordinating the response to such requests. In the case where the bulk of the information requested by the client has been collected by one or more secondary service providers, the affected service providers and the HIFIS Application Host, and the HIFIS Community Coordinator, as required, shall come to an agreement with respect to responding to the client’s request and shall do so in accordance with all applicable legislation. 
b) HDC and Government of Canada
i. HDC, in its role as the HIFIS Application Host, will ensure that the database files are backed up in a secure location.
ii. HDC will not release any personal information of clients to any third party without the express written permission of the client.
iii. HDC, as the HIFIS CC, is responsible for the secure storage and backup of all HIFIS aggregate data collected from service providers.
iv. The Government of Canada, via the Homelessness Partnering Secretariat of Employment and Social Development Canada, shall ensure that all aggregate HIFIS data received from the HIFIS CC is backed-up and stored in a secure location. 
7. DATA SUBMISSION, AGGREGATION & REPORTING
a) Service Provider
i. Each service provider will be responsible for ensuring that all exportation and transmission of data occurs in a timely and secure manner.
b) The Human Development Council
i. At any given time, HDC, as HIFIS CC, may access the aggregate data in the HIFIS database for the purposes of monitoring, analyzing, and reporting on the shelter service system. 
ii. The HIFIS CC shall ensure that only non-identifying core HIFIS data is aggregated and sent to the National Secretariat on Homelessness
iii. Reporting at the system level will be the sole responsibility of HDC, as the HIFIS CC but, when appropriate, will be done in collaboration with the HIPF. 

c) The Government of Canada

i. The Government of Canada, via the Homelessness Partnering Secretariat, requires that HDC submit the Standard Data Set to it on a quarterly basis. 
ii. The Government of Canada, via the Homelessness Partnering Secretariat, shall be responsible for all reporting of aggregated data on a national level for the purposes of research, policy formation, and planning. 


8. HIFIS Application Hosting
	a) Service Provider 
i. Each service provider acknowledges that HDC, as HIFIS Application Host, will authorize designated personnel to access the HIFIS application and database files for the purposes of maintenance, security, and backup of the system.
ii. Access to the HIFIS system will be managed by HDC as follows:
1. Authorized service provider staff (to be identified by the service providers) will be required to use a specified username and password for each individual to gain access
2. Access to the HIFIS application itself will require a personal unique username and password for each user, to be managed by the HDC in consultation with each service provider.
3. Acquisition of Required Infrastructure by Service Providers
i. All hardware, software, and other infrastructure (excluding the server) necessary to access the HIFIS system are to be acquired by the service providers at their own cost.
ii. Each party shall be solely responsible, at its own costs, to ensure its ability to connect to the internet and the database (including acquiring all necessary hardware, software, and other required infrastructure, such as, but not limited to antivirus software) sufficient to meet its operational requirements and its obligations under this Protocol.
9. CONTRACTUAL AGREEMENT
a) Undertaking
i. The parties to this Protocol agree and undertake to comply with the terms and conditions of this Protocol, and their authorized representative shall sign a letter attesting to that fact as required under this section.
b) The parties agree to:
i. Implement procedures within their organizations that meet the requirements of applicable privacy legislation to ensure the privacy and security of client-related information, including personal information, and shall take steps to ensure that those procedures are documented, known, and adhered to within their organizations;
ii. Ensure that any personal information collected and subsequently shared between the parties to this Protocol shall be done so with the informed consent of the client; 
iii. Ensure that service provider staff comply with the terms, conditions, and procedures provided in and required under this protocol;
iv. Accurately and securely collect and input information into the HIFIS system;
v. Participate in the HIFIS Subcommittee of the CAGH;
vi. Agree that any reviews and subsequent amendments to this Protocol shall be made in adherence to the Protocol; and
vii. Agree to give one another written notice of any changes in legislation, regulations or policies respecting the organizations and programs that are likely to affect this Protocol.

c) Signatories
i. A covering letter will be distributed with this Protocol to be signed by an authorized representative of each party on behalf of their organizations. This letter together with the Protocol will form a formal binding contractual agreement between the parties. 

10. TERMINATION
a) This Protocol applies to the sharing of data for a trial period, ending on April 1, 2019, whereupon Participating Agencies may choose either to withdraw or to extend their participation in the HIPF.
[bookmark: _GoBack]b) In the event that a Partnering Agency terminates its participation in the HIPF or their use of HIFIS due to a cessation of operations or for any other reason, the service provider will give 30 days prior written notice to the HIFIS CC (HDC) and the HIFIS Subcommittee of the CAGH. The HIFIS CC will inform the Government of Canada, ESDC, and HPS, of its intention to cease operations and/or to terminate participation in HIPF. The service provider who terminates participation in the HIFIS system shall immediately take the appropriate steps to ensure the security and privacy of its clients’ personal information in accordance with applicable privacy legislation. The parties agree that information will continue to be provided to HDC in accordance with the terms and conditions of the applicable emergency shelter service agreement. 
b) In the event that HDC can no longer assume its role as host of the HIFIS system for any reason whatsoever, it shall:
i. Immediately notify the parties to this Protocol of such a fact;
ii. Consult with the parties to this Protocol with a view to finding a new host or a mutually agreeable solution for the continuation of the database; and,
iii. Secure, transfer, or destroy the master copy of the database as may be required and appropriate to the agreed upon solution and applicable legislation.
c) In the event that the HIFIS system is no longer in operation, the parties to this Protocol shall take immediate steps to ensure the privacy and security of the client personal information in accordance with applicable legislation. The HIFIS CC shall ensure that the system and the data that it contains are securely kept, and either retained under its custody and control, or destroyed, as the case may be, in accordance with applicable legislation and after consultation with the parties to this Protocol.

11. INQUIRIES AND COMPLAINTS

	a) The HIFIS CC shall address any complaints or inquiries regarding the Protocol and shall attempt to resolve the complaint or answer the inquiry, as the case may be, or alternatively shall forward the complaint or inquiry to the appropriate party/parties to the Protocol for response or resolution. Inquiries or complaints that cannot be satisfactorily resolved by the HIFIS CC or the affected party/parties to the protocol, shall be forwarded to HIFIS Subcommittee of the CAGH for final resolution. 
















APPENDIX A: HIPF PARTIES
Parties to the Contract:
	
1. Brunswick House (M,W)
2. Chrysalis House (Y)
3. Fredericton Downtown Community Health Centre (M,W)
4. Fredericton Outreach Services (W,M)
5. Grace House (W)
6. Housing First Fredericton (W,M)
7. Liberty Lane Second Stage Housing (W,Y)
8. St John House (M)
9. John Howard Society Housing (W,M)

Service Provider and Information Manager:
	Human Development Council (HDC)






Note: the above list is valid as of October 2018 and is subject to change.
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APPENDIX B: CLIENT CONSENT
Each PA is required to include the following statement on its normal consent forms, or to use a consent form that is similar to the following:

I understand that this agency is part of the Homelessness Information Partnership Fredericton (HIPF) and that my personal information may be shared with other agencies in order to best serve my needs. I also understand that only those people that have a need to access personal information are permitted access to it, and that only those agencies serving my particular population (e.g., men/women/youth) will have access to my information.
I understand that I have a right to see a copy of my client record, and ask for changes, upon request.
I understand that I may cancel this authorization at any time by submitting a written request to this agency. 
I have been informed and understand that some non-identifiable information will be shared with the Government of Canada, purely for reporting or research purposes. 

Signature: __________________________

 









APPENDIX C: Confidentiality and User Agreement

HIPF
HIFIS User Agreement and Confidentiality Form
This agreement is to be reviewed and completed by all prospective HIFIS 4 users prior to receiving their HIFIS username and password.
The Homelessness Information Partnership Fredericton (HIPF) is a group of organizations working together to help individuals and families end their experience of homelessness. HIFIS is a database used to collect, share and report on Client/Participant information. This User Agreement sets a standard for my access to and use of HIFIS.
I am a representative of_________________________. By signing this agreement, I understand that I am granted access to HIFIS to be used exclusively in the work I undertake for this organization.
In recognition of the confidential and privileged information contained in HIFIS, I understand and agree to the following: 
· I will access HIFIS only in the normal course of fulfilling my duties at the organization listed above.
· If I am a representative at more than one organization in the HIPF, and I am working a shift at one of these organizations, I will only log in as that Service Provider for the duration of my shift.
· I will only access those Clients/Participants in HIFIS that I am currently working with.
· I will not release or share Client/Participant information to anyone other than to persons who are authorized to receive the information.
· I will use HIFIS, and collect, use and disclose Client/Participant information only in accordance with the policies and procedures provided to me by the organization listed above.
· I will take reasonable precautions regarding the protection of Client/Participant information.  This includes the following:
· I will protect my HIFIS login password;
· I will not share my HIFIS login password; and
· I will not leave Client/Participant information unattended on my computer screen, at any time
· I am responsible for any information or records that are entered or deleted in HIFIS using my User ID and password.
· If I suspect a security breach in HIFIS, including unauthorized access to HIFIS, or the possibility that my password may have been compromised, I will immediately notify my manager. 
· If I suspect that data that has been entered is incorrect, duplicated, or subject to some other error, I will notify my manager.
· I will immediately cease access to HIFIS if directed to do so.
· I understand that my password will be revoked without further notice to me if I do not adhere to and comply with this Confidentiality and User Agreement.
HIPF – HIFIS Confidentiality and User Agreement
HIFIS USER
Name:_____________________________	Position/Job Title:_______________________________
Email:_____________________________	Organization:___________________________________
Signature:__________________________________________	Date:____________________________
Manager/Director
Name:_____________________________	Position/Job Title:_______________________________
Email:_____________________________	Organization:___________________________________
Signature:__________________________________________	Date:____________________________
	To be completed by a manager
Please select one of the following rights templates for the above user. Note that these are general templates which can be tailored to meet the needs of any user. Please choose the template which would most closely resemble the role of this staff/volunteer.

	Case Manager 
	
	This template is assigned to users who primarily focus on helping clients find housing through case management.

	Manager
	
	This template is assigned to supervisors and managers who are granted additional rights, such as the ability to add new users.

	Residential Case Manager
	
	This template is assigned to users who work at shelters or transitional housing and focus on helping their clients find permanent housing through case management.

	Shelter Worker
	
	This template is assigned to front line staff who work at emergency shelters.

	Support Worker
	
	This template is intended for staff that assist clients, but who are not case workers and not primarily associated with shelters (E.g. drop-in centre staff).



