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Glossary

Term Definition
The process of admitting an individual or
Admissions family that is homeless or at-risk of

homelessness into a service provider.

At-risk of Homelessness

At-risk of homelessness refers to a
housing situation that is precarious. For
example, the housing may not meet
public health and safety standards or the
tenant may have received an eviction
notice from the landlord.

Imminent risk of homelessness refers to a
housing situation that will end in the near
future (for example, within two weeks)
where the household does not have the
immediate prospect, means or ability of
acquiring a subsequent residence.

Bed Selection

A graphical display of a shelter’'s rooms
and beds.

Bulletin

A message that can be read by users
who are logged in to HIFIS.

Case Management

A comprehensive and strategic form of
service provision, either short- or long-
term, whereby a case worker assesses
the needs of individuals and families and,
as appropriate, arranges, coordinates and
advocates for a range of programs and
services designed to meet their needs
and preferences.

Workers can specialize in various forms
of case management, such as service
navigation (e.g., helping people to apply
for various benefits, get on wait lists and
get ready for an offer through
Coordinated Access) or housing support
(sometimes referred to as housing-based
case management).

Chronic Homelessness

Refers to persistent or long-term
homelessness where people experience:
¢ Homelessness for at least 180
days at some point over the course
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of a year (not necessarily
consecutive days); and/or,

e Recurrent episodes of
homelessness over three years
that total at least 18 months.

Client

A person who has accessed or is
currently accessing services in a system
of care.

Client Consent Form

An agreement between the client and the
organizations that use HIFIS that grant
the authorization to collect, retain, and
share the client’s data for purposes
outlined in the client consent form.

Client State

A way of identifying clients in HIFIS by
their current level of engagement with the
homeless-serving system. At any point in
time, clients are either active, inactive,
archived or deceased.

Active Client State

Refers to clients that have service
interactions (documented in HIFIS) within
the timeframe set by the HIFIS Inactivity
Threshold.

Archived Client State

Refers to clients that have been inactive
for an extended length of time, as defined
by the community’s data retention policy.
In HIFIS, archived clients are not included
in the Unique ldentifier List. They are
visible in the Archived search function on
the Client List and their data would be
included in all applicable historical reports
(e.g., shelter occupancy reports).

Deceased Client State

Refers to clients that have died. In HIFIS,
deceased clients are not included in the
Unique Identifier List. They are visible in
the Deceased search function on the
Client List and their data would be
included in all applicable historical reports
(e.q., shelter occupancy reports).

Inactive Client State

Refers to clients that have service
interactions (documented in HIFIS)
outside the timeframe set by the HIFIS
Inactivity Threshold.

Cluster

A functionality that allows client data from
specific HIFIS Service Providers to be
isolated. HIFIS Service Providers can
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only view data within their designated
cluster.

Community Advisory Board (CAB)

Community Entities are supported by
advisory boards responsible for
recommending projects for funding.
Advisory boards generally include a wide
range of stakeholders (e.g., representing
the municipality, provincial, or territorial
governments as well as not-for-profit
organizations and for-profit enterprises).
CABs under the Designated Communities
and Territorial Homelessness streams are
responsible approving the Community
Plan and the Community Homelessness
Report developed by the Community
Entity.

Community Data Sharing Agreement
(CDSA)

An agreement between the organizations
that use HIFIS and the HIFIS Lead that
governs data sharing within a community.
Typically, these agreements outline:
e What information will be shared
and why;
« Expectations related to data entry
and data quality;
« Privacy and security, and,
« Data management practices.

Contributing Factors

Life events that have played a role in
leading the client to requiring assistance
from a service provider.

Coordinated Access

A way for communities to bring
consistency to the process by which
people experiencing or at-risk of
homelessness access housing and
related services within a geographic
area.

Coordinated Access streamlines how
people get connected to housing and
related services at the community level,
creating greater efficiencies and
shortening the path from homelessness
to housing. As an integrated, systems-
based approach to service delivery,
Coordinated Access helps local
organizations and service providers work
together to achieve common goals.
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Strong systems include a Housing First
approach, streamlined service delivery
across different types of service
providers, and real-time data. A
standardized workflow for Coordinated
Access includes access points to service,
a shared triage and assessment process,
and a shared vacancy matching and
referral process with prioritization.

Custom Tables

HIFIS module that can generate
customized records for HIFIS Service
Providers whose needs exceed the
defaults of the application.

Data Provision Agreement (DPA)

An agreement between the Government
of Canada and the HMIS/HIFIS Lead that
outlines roles and responsibilities, as well
as the collection of certain non-directly
identifiable export fields.

Family Head

Where individuals are part of a family, the
Family Head is the person who has been
identified as the lead for the family as a
whole (e.g., the primary parent or
guardian responsible for dependents).

HIFIS Administrator

A role responsible for administrative
functions within HIFIS (e.g., configuration,
data integrity, backups, and release
management).

Homeless Individuals and Families
Information System (HIFIS)

Developed by the Government of
Canada, HIFIS is a Homelessness
Management Information System (HMIS)
designed to support the day-to-day
operational activities of Canadian service
providers in the homeless-serving sector.
As a comprehensive data collection and
case management system, HIFIS enables
participating service providers within the
same community to access, collect, and
share local real-time homelessness data
and ensure that individuals and families
are prioritized and referred to appropriate
services at the correct time.

HIFIS Host

The organization that manages the
server(s) on which HIFIS is installed and
where client information is stored.
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HIFIS Lead

The organization or dedicated staff role
that is responsible for the ongoing
maintenance of HIFIS.

HIFIS Program

A “label” or “tag” applied to client
transactions in the database, so they can
be grouped by a specific category for the
purpose of reporting.

HIFIS Service Provider

Configuration of an organized and logical
“set of services” available to people in a
homeless-serving system. Transactions
in HIFIS are based on the HIFIS Service
Provider in which users are logged into.
Client information is shared within and
between HIFIS Service Providers based
on user rights. User rights are granted to
HIFIS users based on the role they play
in their organization (i.e., HIFIS Service
Provider) and the role that this
organization plays in the Coordinated
Access system.

Homelessness Management
Information System (HMIS)

Software that collects client-level data
and manages service provider
information over time within a homeless-
serving system.

Housing Continuum

Refers to the full range of housing options
available in a community, from shelter to
temporary and permanent housing
options.

Housing First

Providing people experiencing
homelessness with immediate access to
permanent housing and appropriate
levels of support to stay housed,
particularly for those with deeper levels of
need or longer periods of housing
instability.

Housing First interventions consider
stable, affordable housing as a
prerequisite to overall health and well-
being.

Housing Status

Classifies people by their Housing Type.
At any point in time, clients can have a
Housing Status of Homeless, Housed,
Public Institution, Transitional, or
Unknown.
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This Housing Status indicates that a client
has an active shelter stay or an active

Homeless Housing History record with a Housing
Type that is categorized as Homeless.
This Housing Status indicates that a client
has a Housing History record with a
Housed

Housing Type that is categorized as
Housed.

Public Institution

This Housing Status indicates that a client
has a Housing History record with a
Housing Type that is categorized as
Public Institution. This Housing Status
can be configured to roll up to either
Homeless or Housed. Days spent with
this Housing Status do not count toward
the federal calculation of chronic
homelessness.

Transitional

This Housing Status indicates that a client
has a Housing History record with a
Housing Type that is categorized as
Transitional. This Housing Status can be
configured to roll up to either Homeless or
Housed. Days spent with this Housing
Status do not count toward the federal
calculation of chronic homelessness.

Unknown

A Housing Status of Unknown indicates
that the client does not have an active
Housing History record or shelter stay.

Homeless-serving system

All of the service providers within a
geographic boundary that help people
with their housing challenges. These
providers are part of the same service
delivery network. With a Coordinated
Access workflow in place, the system
shifts from an informal network of
providers to a more structured service
delivery approach.

Life Events

Life Events are defined as discrete
experiences that disrupt an individual’'s
usual activities causing a substantial
change and readjustment.

Local HIFIS Help Desk

A service for HIFIS users established by
a community that helps resolve technical
issues, leads service requests, manages
incidents, supports new releases, and
addresses issues with data quality.
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Look-up Tables

A functionality that allows HIFIS users to
add, edit or remove values that appear in
drop-down menus.

Modules

Key components of HIFIS organized by
functions or similar types of service
transactions (e.g., Case Management,
Housing Placement, Directory of
Services, or Food Bank).

Person(s) with Lived Experience or
expertise

People that have direct experience with
homelessness, either currently or in the
past.

Privacy Impact Assessment

The process used to determine how
business processes and software
configuration could affect the privacy of a
client.

The purpose of conducting a Privacy
Impact Assessment is to ensure that
privacy issues are identified and mitigated
or resolved. Typically, assessments are
completed during the planning phase of
implementation, before deployment.

Rights Templates

Functionality that allows a HIFIS
Administrator to apply the same user
rights to multiple HIFIS users that need
access to the same modules/data fields
to do their jobs.

Service Provider

An entity with staff that directly interact
with clients. There are different kinds of
service providers, each with different
resources (or programming) to offer.
Service providers in a homeless-serving
system include street outreach, shelters,
housing support and supportive housing,
for example.

Service Prioritization Decision
Assistance Tool (SPDAT)

A suite of assessment tools developed by
OrgCode Consulting. The triage tool is
called the VI-SPDAT. Triage results can
be confirmed or updated through a full
SPDAT assessment. These tools are
integrated in HIFIS.

HIFIS Super User

A specialized HIFIS user role that
supports the HIFIS Administrator.

Transitional Housing

Temporary, time-limited housing with
support (case management) that is
appropriate for the target population
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group (e.g., youth or newcomers) and
more intensive than emergency shelter.
For example, programming could focus
on developing the necessary skills to be
able to live more independently. Stays
are also typically longer than shelter, with
guidelines that range from three months
to three years.

Unique ldentifier List

A list of every person in a community that
is currently experiencing homelessness.
A Unique Identifier List is generated from
a person-specific dataset for
homelessness. Each person is included
only once, after they have given consent
for their information to be collected and
shared with others. People are not
included if they are housed, if they have
not been in contact with the homeless-
serving system for some time (often 90
days) or if they pass away.

User Rights

A HIFIS feature that supports the
safeguarding of client information by
ensuring HIFIS users can only access the
modules and client information necessary
to do their job. Rights specify if a user can
see, edit, list and/or delete data in the
modules/data fields they can access.
Rights are granted based on a number of
factors, including the role they play in
their organization and the role that
organization plays in the Coordinated
Access workflow.

Domestic Violence Shelter

Temporary accommodation or housing
with support for individuals and/or families
fleeing domestic abuse or the threat of
violence.

Vulnerability Assessment Tool (VAT)

An assessment tool developed by the
Downtown Emergency Service Centre in
Seattle. The tool is integrated in HIFIS.
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The HIFIS Toolkit

Over the last two decades, the ways to measure the extent of homelessness have
significantly evolved in Canada. The dedication of service providers and municipal and
provincial governments to collect and share data through the Homeless Individuals and
Families Information System (HIFIS) and Point-in-Time counts is at the centre of this
success. When used jointly, these data collection efforts provide a comprehensive local
and national picture of homelessness. For the first time in history, Canadians have
guality data that supports policy and program development, as well as strategic
planning in the homelessness sector.

As Canada is moving forward with the National Housing Strategy and Reaching Home:
Canada’s Homelessness Strateqgy, collecting, managing and sharing data becomes
more important than ever to advance the collective understanding of homelessness and
to support decision-making. In particular, Reaching Home emphasizes coordinated
access and introduces a data-driven, client-centered approach to serve individuals and
families experiencing or at risk of homelessness.

In this context, the Government of Canada is committed to continuously enhance HIFIS
in order to support communities in their data collection and efforts to eliminate
homelessness. Recognizing that HIFIS modernization is driven by the homelessness
sector’s needs, a National HIFIS working group was created in 2018 to leverage the
expertise of communities and experts and help guide HIFIS enhancements.

HIFIS is designed to support coordinated access by allowing multiple service providers
from the same community to access real-time homelessness data through a
community-wide system available via web-enabled devices, such as laptops,
smartphones and tablets. HIFIS also allows communities to document the number,
characteristics, and needs of homeless individuals and families, as well as the number
of people receiving services.

To meet Reaching Home requirements and implement coordinated access systems,
communities have to adapt their business model, which encompasses developing and
adopting new governance frameworks and data management strategies. Doing so
requires planning, committing resources and training to promote data literacy and instill
a data-driven culture.

To assist communities in this transformation, INFC has developed a HIFIS Toolkit
composed of four guides. These guides cover the following topics:

1. Implementation — Provides guidance from planning to the deployment and
maintenance of HIFIS.

2. Installation — Describes the technical requirements, architecture and
installation procedures.
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3. Configuration — Explains the configuration procedures to align with a
community’s business needs.
4. User — Gives a description of each function and how to use it.

Communities using HIFIS become part of a pan-Canadian movement that is building a
data-driven culture to advance the understanding of homelessness in Canada. By
working together, we can support the most vulnerable Canadians in providing access to
safe, stable and affordable housing and reduce chronic homelessness nationally by
50% by 2027-2028.
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About the HIFIS Installation Guide

This Installation Guide is for the individual(s) responsible for the installation of HIFIS.
The Installation Guide covers the minimum technical requirements for installation; the
overall HIFIS system architecture; and the steps needed to install and configure HIFIS
on a server.

The Installation Guide can be used with the Implementation Guide, which covers the
activities leading and following the installation of HIFIS, and the Configuration Guide,
which provides the steps to configure HIFIS.

For more information to support the implementation and management of HIFIS, you can
visit the Homelessness Learning Hub.

To stay connected and get the latest updates on HIFIS, please confirm your interest by
sending your consent at support@hifis.ca.

For any questions or inquiries you can contact the HIFIS Client Support Center at 1-
866-324-2375 or support@hifis.ca.
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1.0 Technical Requirements

This section of the guide covers the technical specifications that are required for an
organization to host HIFIS.

The following table outlines the minimum technical requirements to install HIFIS.

Express 2016

e .NET
Framework
4.7.2

Components Minimum Software Minimum Hardware Recommended
Requirements Requirements Hardware
Application Server Software Processors Processors
e Windows e 2GHz e 2GHz
Server 2016 or processor with processor with
greater 4 cores (8 6 cores (12
e Crystal Reports threads) threads)
Runtime RAM RAM
13.0.3500 e 8GB e 12GB
e SQL Server Storage Storage
Native Client e 100GB or e 100GBor
e SQL Server more more

Newer versions of the
above software are
expected to run HIFIS
without issue.

Database Server

The above will be
adequate for a small
instance of HIFIS.

Recommend hosting
database on a
dedicated database
server.

Table 1: Minimum Technical Requirements

Server Software

The following roles and features are based on a Windows Server 2016 installation,
required roles/features remain consistent but versions may differ.

Required Server Roles

Required Server Features

e File and Storage Services
o Storage Services
e Web Server (IIS)
o Web Server
= Common HTTP Features
e Default Document
e Directory
Browsing
e HTTP Errors
= Static Content
o Health and Diagnostics
= HTTP Logging
o Performance
= Static Content
Compression
o Security
= Request Filtering

e .NET Framework 4.6 Features
o .NET Framework 4.6
o ASP.NET 4.6
o WCF Services
= HTTP Activation
= TCP Port Sharing
SMB 1.0/CIFS File Sharing Support
Windows Defender Features
o Windows Defender
o GUI for Windows Defender
e Windows PowerShell
o Windows PowerShell 5.1
o Windows PowerShell ISE
e Windows Process Activation Service
o Process Model
o Configuration APIs
o  WoW64 Support
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o Application Development
= .NET Extensibility 4.6
= ASP.NET 4.6
» [SAPI Extensions
= ISAPI Filters
o Management Tools
= ]IS Management Console

Table 2: Required Server Roles and Required Server Features
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2.0 HIFIS System Architecture

This section explains the architecture, the design and deployment scenarios. The first
scenario outlined in this guide is the recommended deployment option. Section 3
provides the step-by-step procedure required for the recommended deployment
scenario.

While other deployment options are outlined in this guide, there are no step-by-step
installation procedures for those scenarios.

2.1 System Design

HIFIS 4 is comprised of several distinct components with a design that can
accommodate a variety of deployment configurations and implementation scenarios.
The core components are representative of those common to a typical multi-tiered
enterprise system and consist of a presentation layer, a business middle-tier and an
underlying data store.

INTERFACE

MIDDLE-TIER

Figure 1: HIFIS 4 System Design Layers

2.1.1. Presentation Interface

The Presentation Interface consists of a web application which users see and with
which they interact on a web browser. This allows users to access HIFIS from any web-
enabled device with a compatible web browser and network access to the HIFIS web
application server.
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The web application uses a user interface framework called the Web Experience
Toolkit! (WET) and a default theme that can be modified or replaced to customize the
look and feel of HIFIS.

The web application also includes a web-based Crystal Reports runtime engine to
generate and display reports created with Crystal Reports. HIFIS ships with a series of
reports included, but with Crystal Reports you can also create new reports or edit
existing reports and upload them directly into HIFIS.

The Presentation layer does not contain any application logic except that which is
required for correctly displaying information for the user. It depends on the Middle-Tier
component to handle application logic and information.

2.1.2. Middle-Tier

The HIFIS 4 Middle-Tier is a service-oriented business component. It consists of a
series of hosted web services that implement all of the HIFIS business logic and handle
authentication. Because HIFIS 4 is service-oriented with web services that encapsulate
the rules and behaviours of the application. It is adaptable to complex operational
environments. Access to the web services is also configurable at the hosting level and
within the HIFIS application itself to control and monitor what systems are accessing
services, and what activities are taking place. Since the HIFIS web application is built on
these same services, the behaviour of the HIFIS web application and a third-party
system using the same services will be the same.

2.1.3. Database

The Database layer of the system represents the lowest level component and contains
the actual data for HIFIS. While the initial release of HIFIS uses a Microsoft SQL
database, it can also be deployed with alternative database vendors.

2.2 Technical System Architecture

HIFIS is organized in a hierarchical structure, ranging from the user interface to the
underlying database. Each of these layers has one or more software components that
must be deployed and configured. Here, we will examine each layer’'s components and
the information necessary for deployment planning.

1 Web Experience Toolkit, http://wet-boew.github.io/
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INTERFACE pr.t‘

MIDDLE-TIER HIFIS.DOMAINWebSeT

MSSQL Membership
Database Provider

Figure 2: HIFIS 4 System Design Layers with Technical Components

2.2.1. HIFIS.WEB

The front facing web application in the presentation layer is represented by the
HIFIS.WEB component. HIFIS.WEB is a Microsoft .NET Framework 4.0 MVC 4 web
application that must be hosted in Internet Information Services (IIS) 7 or above. As per
the system’s design, HIFIS.WEB does not include any of the formal HIFIS business
logic, it is simply a user interface for interacting with the web services hosted in the
middle-tier to perform the system operations and display the results. Consequently,
much of the configuration effort of setting up the HIFIS.WEB application in IIS is
configuring the service references and bindings in the web.config file.

Since it is a Microsoft MVC 42 web application, when deploying the HIFIS.WEB web
application, you may choose to install MVC 4 in the Global Assembly Cache (GAC) of
the IIS server, or deploy the MVC 4 libraries in the HIFIS.WEB Bin folder. All other
libraries and dependencies are included in the application deployment folders except
Crystal Reports.

Crystal Reports is used as the runtime report engine in HIFIS.WEB and can only be
installed in the GAC. If Crystal Reports is not already installed on the server, the
HIFIS.WEB installation package provides an installer for the required Crystal Reports
runtime engine library files.

Customizing the user interface can be achieved through several means. Since
HIFIS.WEB is an MVC 4 application, each of the web views is represented by .cshtml

2 ASP.NET MVC 4, http://www.asp.net/mvc/mvc4
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files in the View folder of the deployment location. These files contain a combination of
html, JavaScript and a special view syntax called Razor, and each can be modified to
alter the way HIFIS.WEB displays information in the web browser. Be aware that
modifying these files could break your HIFIS.WEB application and should only be
attempted by those with explicit knowledge of the .NET MVC framework and the Razor
syntax. You can learn about MVC and Razor from the Microsoft website.

HIFIS.WEB also uses an interface toolkit called WET. It can be found in the content
folder of the HIFIS.WEB web application deployment folder. WET consists of a series of
CSS and JavaScript files to provide a suite of interface components that are used
throughout the HIFIS.WEB. As with modifying the .cshtml files in the View folder,
changes to most of the files in WET could break the HIFIS.WEB web application without
a solid understanding of WET in general, CSS, and JavaScript. The best way to
implement your own look and feel for HIFIS.WEB is to use one of the provided WET
themes and modify it to meet your requirements, then deploy it in the content folder of
your HIFIS.WEB installation. You can learn about WET by visiting its documentation
website3.

2.2.2. HIFIS.DOMAIN

The middle-tier component, called HIFIS.DOMAIN, consist of a series of Microsoft .NET
Windows Communication Foundation (WCF) web services that provide application logic
functionality and data access to the HIFIS data for applications, like the HIFIS.WEB web
application. HIFIS.DOMAIN deploys similarly to HIFIS.WEB, into an IIS application
folder and is configured in much the same way through an app.config file. As with
HIFIS.WEB, the bulk of the configuration is related to properly setting up the service
endpoints and bindings. Because HIFIS.DOMAIN deploys as a separate component, it
can be deployed to a different physical server instance than was used for HIFIS.WEB.
HIFIS.DOMAIN also handles authentication, which does require that you also configure
a membership provider* in the app.config file.

HIFIS.DOMAIN must also include an installation of a Crystal Reports Runtime Engine in
order to respond to report requests from HIFIS.WEB. A key strategy in the design of
HIFIS 4 was to eliminate direct access to the HIFIS database by any components
outside of the middle-tier web services. Crystal Reports, however, does require direct
access to the underlying database in order to generate report results. To resolve this
dependency on direct database access, HIFIS.DOMAIN was designed with the ability to
run Crystal Reports in the middle-tier environment with managed access to the
database. The report results are then packaged and provided through the reporting web
services to HIFIS.WEB to be displayed in a browser. Since the report is generated in

3 Web Experience Toolkit, http://wet-boew.github.io/wet-boew/index.html

* Managing Users by Using Membership, http://msdn.microsoft.com/en-
us/library/tw292whz(v=vs.100).aspx
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the middle-tier, but displayed in the presentation level, the runtime engine is required in
both places.

An existing or alternate installation of Crystal Reports can be used in either HIFIS.WEB
or HIFIS.DOMAIN as long as they both support Crystal Reports 2008 report format or
better.

2.2.3. Database

As has been indicated already, HIFIS deploys with a Microsoft SQL Server database by
default for both the HIFIS database and the membership provider. Like HIFIS.DOMAIN,
because the database itself is a separate component, it can also be deployed on a
different physical server from HIFIS.WEB and HIFIS.DOMAIN.

By default, HIFIS uses Microsoft SQL Server 2008 R2 (with Advanced Services if using
the Express edition). If a compatible SQL server already exists on the infrastructure
being used for HIFIS, you could configure your deployment to utilize the existing
instance and simply create a new database for the deployment. HIFIS includes the
necessary scripts in the installer to create both the initial HIFIS database and a
membership provider database in a Microsoft SQL environment,

2.3 Deployment Scenarios

2.3.1. Single Server

The HIFIS web application follows a service-oriented architecture (SOA) and therefore
provides freedom with respect to how the components deploy. SOA refers to the design
of software functions that can be deployed and accessed remotely by an independent
system. This separation allows for flexibility in the deployment of HIFIS and provides
non-HIFIS systems access to the underlying HIFIS system separate from the HIFIS web
application. The most common deployment scenario is to place everything on a single
server in a private network. This means that HIFIS.WEB and HIFIS.DOMAIN are
installed on a single instance of IIS on a Windows server, along with the database.

‘ 4 —>
2T TSN HIFIS.WEB
HIFIS.DOMAIN
SQL SERVER
4+4—>

Figure 3: Single Server Deployment
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The interactions between the web application, services, and database are all occurring
on the same physical server with no information being shared across a network, which,
in turn, mitigates any security risks with information being transmitted over a network.
Users accessing the web application however, would be transmitting information
between the server and their device with a web browser. Your own circumstances and
risk tolerance and/or security practices will determine whether you need to take steps to
ensure secure communications between clients and the server on a private, secure
network.

2.3.2. Distributed Instances
In a distributed configuration, HIFIS.WEB and HIFIS.DOMAIN can be separated and
installed on separate instances of IS on different physical servers.

Hitp
[eBRelNe) 0 0 0O
[OOO Http 0 00 ]
| m _OOO
Http ! I
4—p ——JO0C_—1  — | —

E HIFIS.WEB HIFIS.DOMAIN
SQL SERVER
Figure 4: Distributed Server Deployment

Separating the components on a network may introduce a potential performance
penalty since data now has to travel across the network twice: once between
HIFIS.DOMAIN and the HIFIS.WEB web application, and again to the user's web
browser. To minimize any delays the components have been designed to perform
operations simultaneously, where possible, and to ensure that only data necessary to
satisfy a user’s request travels between the HIFIS.DOMAIN web services and the
HIFIS.WEB application.

This configuration can also be leveraged to minimize the exposure of the core
HIFIS.DOMAIN web services and data to end users, while simultaneously enhancing
the end user’s experience. Consider the following scenario:




HIFIS Installation Guide | HIFIS System Architecture

R 4 B
-- AN 4
— — VPN
‘ < ]
| HIFIS.WEB
A v
|
— <« ] >
(S7EEERY 77?‘!7
—= FIREWALL HIFIS.DOMAIN
A SQL SERVER
v
— - > VPN
: = < ——
‘ <

HIFIS.WEB

Figure 5: Distributed Server Deployment with Multiple Instances

In this case, a central authority is hosting the HIFIS.DOMAIN web services with the
users of the HIFIS.WEB web application on external private networks. The central
authority minimizes exposure of its infrastructure by providing access for
HIFIS.DOMAIN to the external servers hosting HIFIS.WEB over a secure connection,
such as a virtual private network (VPN). In turn, the HIFIS.WEB servers provide local
access to the HIFIS.WEB web application for clients on their private networks.

Also, the HIFIS.WEB web application component can be customized so users on each
of the networks are presented with a version of HIFIS that is themed and customized
according to their needs and operating environment, all while remaining part of the
same integrated system.

2.4 Authentication, Authorization and Security

The default installation and deployment of HIFIS 4 includes everything needed for
authentication, but there are many ways this can be configured to meet your
environment and operational requirements.

Before considering these concepts, here is a standard workflow for HIFIS 4.

e A user navigates to the login URL of the HIFIS.WEB web application.

e HIFIS.WEB returns a login web form requesting the username and password.

e The user enters a username and password and submits the web form.

¢ HIFIS.WEB passes the login credentials to the HIFIS.DOMAIN authentication
service for authentication.
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e HIFIS.DOMAIN uses the configured membership provider to authenticate the
credentials. If they are valid, the service constructs an encrypted security token
and passes it back to HIFIS.WEB. (If the credentials failed to authenticate,
HIFIS.DOMAIN will respond to HIFIS.WEB with a validation error.)

e HIFIS.WEB receives the security token and can now use this to access other
services in HIFIS.DOMAIN.

e The user navigates to a web page in HIFIS.WEB that requires information from
HIFIS.DOMAIN.

e HIFIS.WEB passes the security token to HIFIS.DOMAIN through the desired
service as a parameter in the service operation requesting data.

e HIFIS.DOMAIN uses the security token to determine if this is a valid request from
an authenticated user. If it is, it proceeds to handle the service request and
responds to HIFIS.WEB with the requested data from the database (if the
security token is not valid it will respond with a validation error).

2.4.1. Authentication

Authentication refers to verifying that the login credentials provided in order to access
the system are valid. In HIFIS.DOMAIN, there is a membership provider configured to
handle user authentication. The process for authentication in HIFIS is the same for both
a user and a system — a username and a password are passed to an authentication
web service that will access the configured membership provider to validate the
credentials. If they are valid, a special security token is created by the authentication
web service and returned to the caller. This security token is then passed by the caller
in subsequent service calls to interact with the HIFIS services. This token is valid until it
either times out or the application revokes its authorization.

The .NET framework provides two membership providers, one for SQL and one for
Active Directory. HIFIS uses the SQL provider by default so that user account
information is stored in an SQL database. The SQL membership provider is also
specifically designed for use with a Microsoft SQL database, which is also the default
database platform for HIFIS. By default, HIFIS is configured to use the same database
for both the HIFIS data and the membership provider data. If you want your HIFIS users
to login with their credentials from Active Directory you can edit the app.config file to use
the Active Directory membership provider and configure its settings according to your
information.

If you have other requirements not met by these configuration options, you can choose
to create a custom membership provider. This requires writing .NET code to implement
the .NET System.Web.Security.Membership interface for a custom provider, deploying
your custom library to the HIFIS.DOMAIN bin folder in your IIS deployment, and editing
the app.config file to use your custom implementation. In this way you can create an
authentication component for your HIFIS deployment that uses whatever you require,
such as a database from another vendor, or some other mechanism altogether.
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2.4.2. Two-Factor Authentication

In addition to the configurable membership provider, HIFIS also supports the integration
of two-factor authentication. Two-factor authentication, when enabled, requires the user
logging in to provide an additional piece of security information. Normally, this
information will only be accessible by the user through an external mechanism such as
security key fob or a cell phone. HIFIS includes hooks to trigger the two-factor security
infrastructure to generate the additional security information in real-time when the user
is on the HIFIS login page.

Utilizing two-factor authentication in HIFIS requires that you provide a custom two-factor
authentication library for the HIFIS implementation that wraps your specific security
infrastructure to make it accessible to HIFIS. The HIFIS Team has a working
demonstration version using the Twilio SMS text messaging system that can be
implemented for live use or used as a starter project to implement your own custom
two-factor solution.

2.4.3. Authorization

Aside from the credentials that users provide when logging in to access HIFIS, there are
other features that can be configured to provide further authorization and to secure the
information being exchanged between components of the system. Built into Windows
and IIS are tools that you can enable that will provide greater control of who or what can
access HIFIS. For example, you can use IP address or domain restrictions to prevent
unauthorized devices from connecting to the web application or the web services. You
can also edit the binding configuration for the WCF web services to define the access
parameters for your clients, including requiring them to use a secure connection and
provide other user credentials.

It is important to note that this is in addition to the user authentication that is done by
HIFIS. Consider the workflow described above where the HIFIS.WEB web application
must already have access to the HIFIS.DOMAIN authentication web service before it
can even pass in the HIFIS user credentials. This implies there is a wraparound
authorization and security context that can be configured and managed separately from
the internal authorization features of HIFIS itself. These wraparound features are part of
IIS and use a completely separate validation system such as a domain account or a
security certificate.

2.4.4. Security

Thus far, we have mostly been concerned with ways to authenticate and authorize
access to HIFIS and its components. This simply ensures that those interacting with
HIFIS are allowed to do so. However, authenticated or authorized access does not
mean it is also secure.

While the security token returned from HIFIS.DOMAIN is encrypted, the user credentials
initially passed in for authentication are not. HIFIS does not encrypt data that is being
transferred between the web services and the web application or another third-party
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application on its own. In order for that information to be encrypted and secured, you
must also configure IIS to use Secure Sockets Layer (SSL) encryption. If you enabled
SSL for HIFIS.WEB, then users will access the HIFIS.WEB web application with the
prefix https:// in the address bar of their internet browser denoting a secure connection.
You can also enable SSL for HIFIS.DOMAIN so the exchange of information between
HIFIS.WEB and the HIFIS.DOMAIN web services is encrypted and secure.

Since the most common deployment configuration is to host both HIFIS.WEB and
HIFIS.DOMAIN on the same IIS server instance, the HIFIS web application is set-up to
use non-secure HTTP bindings and message based security with Windows as the
default client credential type when communicating with the HIFIS.DOMAIN web
services. If you are deploying HIFIS.WEB to a different server than HIFIS.DOMAIN and
the connection between the servers is not secure, you will want to consider using SSL.

When configuring SSL security you have the option of installing a purchased SSL
certificate from a trusted Certificate Authority or installing a self-signed certificate you
create yourself. If you elect to use a self-signed certificate, be aware that modern web
browsers may display visible warnings to the user, alerting them that the web site they
are visiting does not have a certificate issued by a trusted authority. This can be
mitigated, however, by sharing the certificate with the client machines and installing it on
the local certificate store.
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3.0 Installation Procedures

This section provides instruction on the steps for installing HIFIS on a Windows Server.
It also includes steps for installing SQL Express and covers Crystal Reports in HIFIS.

3.1 Installation and Configuration on Windows Server
2016

This guide will walk you through the necessary steps to install and configure HIFIS 4 on
a clean install of Windows Server 2016.

Step 1 Launch Server Manager

Step 2 Select Add roles and features from the Dashboard quick start menu.

T Server Manager

Server Manager * Dashboard - @ o manage  Toos
% Dashboard WELCOME TO SERVER MANAGER
i Local Server
B All Servers i ; .
. o Configure this local server
W File and Storage Services P =
QUICK START
IE Add roles and features I
3 Add other servers to manage
WHAT'S NEW ~a
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total: 1
[ Add Roles and Features Wizard - O X
. DESTINATION SERVER
Before you beg\m WIN-LS9VOSBQATT

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such s sharing documents, or
Installation Type hosting a website.

Before You Begin

Server Selction .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has 3 strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

Install Cancel

,.
(-]
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Step 5
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Select Role-based or feature-based installation and then click Next.

[ Add Roles and Features Wizard — [m] x
- - DESTINATION SERVER
Select installation type WIN-L5OGEOATS

Befora You Begin Sa\ect. the installation .typa..You can inst.a\l roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Select the server you wish to configure and click Next.

& Add Roles and Features Wizard — O *
Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

elect a server from the server pool

Server Selection () Select a virtual hard disk
Server Rolas Server Pool
Features
Filter:
Name IP Address Operating System

WIN-L39VOG80AT1 10.0.2.15 Microsoft Windows Server 2016 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown.
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Step 6 Select the required roles and click Next (refer to Table 1).

[ Add Roles and Features Wizard - m] =
DESTINATION SERVER
Select server roles WIN-L53V06RQAT!

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

SenvelSelection [] Active Directory Certificate Services - Web Server (II5) provides alreliable,

[] Active Directory Domain Services manageable, and scalable Web

[] Active Directory Federation Services application infrastructure.
[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[] Device Health Attestation

[C] DHCP Server

[] DNS Server

[ Fax Server

[®] File and Storage Services (1 of 12 installed)

[ Host Guardian Service

[] Hyper-v

[] MultiPoint Services

[ Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[ Volume Activation Services

O

[] Windows Deployment Services

ous Instal
Note: You may be prompted to add additional dependent features. Click
Add Features to continue.

<P

Step 7 Select the required features and click Next (refer to Table 2).

B Add Roles and Features Wizard — [m] x
DESTINATION SERVER
Select features WIN-LS3VOEBQATI

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection O ~ .NET Framework 3.5 combines the
Server Roles I [ NET Framework 46 Features (2 of 7 installed) DO O e fromevork el
1 [] Background Intelligent Transfer Service (BITS) AP_IS E""th =0 teghmologles for
eatures ] BitLocker Drive Encryption building applications that offer
Web Sarver Role (I5) [ BitLocker Network Unlock appealing user interfaces, protect
. [ BranchCache your customers' personal identity
Role Services ] Client for NFS information, enable seamless and
Confirmation [ Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
[] Direct Play business processes.

[[] Enhanced Storage

[ Failover Clustering

[] Group Policy Management

[ 10 Quality of Service

[ 1S Hostable Web Core

[] Internet Printing Client

[] 1P Address Management (IPAM) Server

[ iSNS Server service

["1 LPR Port Monitor v

< Previous Next > Install Cancel
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Step 9
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At the Web Server Role (IIS) screen, click Next.

Fﬁ Add Roles and Features Wizard

Web Server Role (Il

Before You Begin

Installation T
Server Selection
Server Roles

Features

Web Server Role (IIS)

Role Services

Confirmaticn

S)

DESTINATION SERVER
WIN-L59VOEBQAT1

‘Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (lIS) 10.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates 15 10.0, ASP.NET, and Windows.

Communication Foundation.

* The default installation for the Web Server (lIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

More information about Web Server [1S

At the Select role services screen, click Next.

Fﬁ Add Roles and Features Wizard

Select role services

Before You Begin

Installation Typ

Server Selection
Server Roles

Features

Web Server Rale (IS)

Confirmation

Select the role services to install for Web Server (IIS)

Role services

-
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
[] HTTP Redirection
[] WebDAV Publishing
rl Health and Diagnostics
HTTP Logging
[] Custom Logging
[ Logging Tools
["] ODBC Logging
[] Request Monitor
[] Tracing
rl Performance
Static Content Compressicn
[] Dynamic Content Compression
4 [V Security

- [m] X

DESTINATION SERVER
WIN-L58V0680AT1

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
‘Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous
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Step 11
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At the Confirm installation selections screen, click Install.

[ Add Roles and Features Wizard [m] x
Confirm installation selections R e

Eefore You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type () rt the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
SeverRokes their check boxes.

Features

Web Server {lIS) ~

Web Server Rolz |
Management Tools

0

Role Services 1IS Management Consale
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTD Lannina

Export configuration settings
Specify an alternate source path

il e

Windows Server will now install the selected roles and features. When

the installation is complete, click Close.

B Add Roles and Features Wizard - O K
. DESTINATION SERVER
Installation progress WIN-L53v0080AT!

View installation progress

0 Feature installation
——
Installation started on WIN-L5GVO68QAT1

——

Web Server (115}
Management Tools
15 Management Console
Web Server
Common HTTP Features
Default Document

Directory Browsing

HTTP Errors

Static Content
Health and Diagnostics

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext > Close Cancel

Bl ==z |
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Step 13
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You will return to the Server Manager. 1IS (Internet Information Services)
will now appear in the menu on the left hand side. Click on 1S and locate
your server, which will be listed in the Servers area. If there is more than
one server displayed, select the one you wish to configure for HIFIS 4.

T Server Manager — [m] *
@ v Server Manager * IS #) Manage  Tools

— = SERVERS

IE2 Dashboard m All servers | 1 total TASKS =

I Local Server . . i

i Fier sl @y @~ ~

BE All Servers

BR File and Storage Services > Server Name IPvd Address  Manageability Last Update

o IS
WIN-L59VO680A71 10.0.2.15 Online - Performance counters not started  5/24/2023 8:44:52 AM

EVENTS
All events | O total TASKS ¥

- =y ay -
Filter ¥e) @~ @A~ )]

Server Name ID Severity Source Log Date and Time

Right-click on the server name and select Internet Information
Services (IIS) Manager.

[ Server Manager - O *
@ v Server Manager * IS &) gy Manage  Tools
_ =, SERVERS
IE2 Dashboard m All servers | 1 total TASKS w
I Local Server 8 = = -
- Filter Pel (OR4 (m) ~ (v
W& All Servers
g File and Storage Services b Server Name IPvd Address Manageability Last Update

@ s

Shut Down Local Server
Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

! Internet Information Services (I15) Manager |I—’

Manage As ..
EVENTS Start Performance Counters
All events | 0 total Refresh TASKS =
Filter Copy ~

Server Name |ID  Severity Source Log Date and Time
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Step 15
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You will now see the Internet Information Services (11S)

5 Intemet Information Services (1) Manager

Manager.
- o *

]

|ﬁ » Start Page

G @

File View Help

Q- id |2

.- Start Page
5 83 WIN-LSIVOSE0ATI (WIN-L5J

Y Internet |

Recent connections

ormation Serviceﬂ

Name Server Ennngcttn localhost ::: :M‘anzlnfnrman’on
onnect to a server.. ownloads
SPWIN-LSVOBIQATT localhost Connectbo asite... 5 Forums
Connect to an application... TechMet

MSON
ASBNET News
Microsoft Web Platform

< >

\ 7\ g\ J

Online resources.

IS Mews is disabled, click the Enable 115 News link to get the most recent online news.

Select your server in the Connections area on the left side.

& Internet

3

Information Services (IIS) Manager

= o x

| §5 » WIN-LSVOGRQAT) »

W e-

Fle View Hep

IS

Ready

0; WIN-L59VO68QA71 Home

Manage Server
el Fiter: % Go - G ShowAll | Groupby: A = %!tk
[~ WIN-L53VOBBQATI (WIN-L3 : L, et Vi . ke r— b Ster
& Application Pools s = - | stop
> [8] Sites ) == f == 520
. & \a o =) | & z‘] - View Application Pools
Authentic.. Compression Default  Directory  EmorPages  Handler HTTP View Sites
Document  Browsing Mappings Respon... ° G b Platform
= I ” = S
ﬂ b "ﬂ i o= Lg# (a @ Help
Logging MIMETypes Modules  Output  Request Server Worker
Caching  Fitering ~ Certificates  Processes
Management ~
B =
BE & &3
Configurat...  Feature Shared
Edtor  Delegation Configurat...

5| [E] Features View |(Z Content View
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Step 17
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Expand the Sites node and right-click on the Default Web Site node.
Select Explore from the menu that appears.

@4 Internet Information Services {1IS) Manager

- 0o X
& €3 WIN-LSWOGQAT! » @ @-
File View Help
pre— P e

WIN-L59V068QA71 Home
T £ < Manage Seruer
& Start Page = & Restart
© 95 WIN-LSVOSIOATI (WIN-L3g | * ¥ o - (el |Goupby: Aren - EE- P St
(2 Application Pools [5 - ~ s
v l@l oites Hexvrm| e HEs —
) Default Weh Sit -‘.‘u;l ‘?@ @ D)./ éﬂ R Application Pools
L Explore Compression  Default Directory ~ ErrorPages  Handler HTTP v s
Edit Permissions... Document  Browsing Mappings  Respon... Get New Web Platform
o
g - a Components
> i S u 3 o= C pmponents T E .
@ Add Application... JE é&ﬂ F 3] = A & Py
] Add Virhsal Directory... MIMETypes  Modules  Output  Request Server Worker
it Bindings Caching  Filtering  Certificates  Processes
Manage Website bt .
=
@ e &
X Remove . Featwre  Shared
Delegation  Configurat..
Rename
[ Switch to Content View
Ready L-F

You are now ready to install the HIFIS 4 application. Take note of the
default web site file location (usually C:\inetpub\wwwroot).

| 4[] = | wwwroot - u] X
Home Share View [7]

4§ > ThisPC > Local Disk (C:) + inetpub > wwwroot | v| @ | Search wuwroot P

~

Name Date modified Type Size

2 fisstart
Bl fisstart

st Quick access
I Desktop
3 Downloads

[£ Documents

A4 AM  HTML Document 1KB
44 AM PNGimage %a KB

S

&= Pictures

HIFIS Screenshots

I This PC

I Desktop

|2 Documents

4 Downloads

D Music

=] Pictures

B Videos

‘e Local Disk (C:)

§# CD Drive (D:) Virtua

¥ Network

Zitems =
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Navigate to the Downloads folder (or to the location where you have

downloaded the HIFIS 4 application files).

¥ = | Downloads - O x
Home Share View 0

&« v 4 J > ThisPC > Downloads v @ | Search Downloads P
Name - Date modified Type Size
7 Quick access
I Deskiop » # HIFIS_4.059.7 3857 AM Compressed (zipp... 43 433 KB
- Downloads #+
Documents *
=] Pictures -

HIFIS Screenshots

[ This PC

[ Desktop
Documents

- Downloads

J Music

=| Pictures

B Videos

‘i Local Disk (C:)

W4 CD Drive (D) Virtua

b Network

1item =

Right-click on the HIFIS 4 application zip file and select Copy.

‘ | < | Compressed Folder Tools Downloads - ] *
Home Share View Extract
“~ v ‘ » This PC » Downloads v O Search Downloads L2
~
Mame Date modified Type Size
3+ Quick access = /]
¢ HIFIS_4.0.59.7 - ompressed (zipp... 43,433 KB
[ Desktop - I d = va? | E hE
- Downloads #* Open in new window
Documents - Extract All...
& Pictures -+ Pin to Start
HIFIS Screenshots ER scan with Windows Defender...

E This BC Open with...

[ Desktop Share with >
Documents Restore previous versions

‘ Downloads Send to >
J’! Music Cut
&=/ Pictures I Copy I

Vid

m \eeos Create shortcut

iy Local Disk (T3 Delete

WA CD Drive (D7) Virtua T

|? MNetwork Properties

Titem  1item selected 42.4 MB

@

ot (== ==

EEEE
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Step 20

Navigate to the default web site location noted earlier and paste the

HIFIS 4 zip file by pressing CTRL+V or right-click and select Paste.

| @ <1 Compressed Folder Tools wwwroot
Home Share View Extract
T~ » ThisPC » Local Disk (C:) » inetpub » wwwroot >
~
MName
# Quick access ,
3, HIFIS_4.0.59.7
[ Desktop 2 —
‘a lisstart
4 Downloads @ fisstart

E Documents

% % %%

&= Pictures

HIFIS Screenshots

[ This PC
[ Desktop
‘ Downloads
=
@ videos
‘i Local Disk (C:)
¥4 CD Drive (D:) Virtua

Documents

Music

Pictures

¥ Network

Jitems  1item selected 42.4 MB

Date modified

- O
v O Search wwwroot
Type Size
Compressed (zipp... 43433 KB
HTML Document 1KE
PNG image S8 KB

*
2]
r

=

Step 21

and select Extract All.

9 - Compressed Folder Tools wwwroot
Home Share View Extract
T > ThisPC » Local Disk (C) » inetpub » wwwroot
~
Name Date modified
3+ Quick access .
HIFIS_4 AM
[ Desktop o S —— Open
a iisstart 3 . - AM
en in new window
‘ Downloads * B iestart P AM
[ Documents  # Extract All..,
&=/ Pictures »* Fin to Start
HIFIS Screenshots Eﬂ Scan with Windows Defender...,
Open with...
O This PC .
T Restore previous versions
[ Desktop
Send t
E Documents enete >
& Downloads Cut
J’l Music Copy
&= Pictures Create shortcut
n Videos Delete
%, Local Disk (C) v
!? CD Drive (D:) Virtua Properties
¥ Network
Jitems  1item selected 42.4 MBE

- O
v O Search wwwroot
Type Size
Compressed (zipp... 43,433 KB
HTML Document TKB
PMG image S8 KB

Once the HIFIS 4 application zip file has finished copying, right-click on it

&
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You will be prompted to select a destination, enter or browse to the
default web site location and click Extract.

s

Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder

| Chinetpub\wwwroot Browse...

Show extracted files when complete

Cance

When completed, there will be two new folders, “HIFIS Web” and “HIFIS
Domain”. Rename the folders to “HIFIS.Web” and “HIFIS.Domain”. You
may choose an alternative naming convention if you wish, however you
will need to remember these folder names in the steps that follow.

= = | wwwroot - m} x
Home Share View (2]

A [ » ThisPC » LecalDisk (C) » inetpub » wwwrost > v © | search wwwroot )
Name - Date modified Type Size
s Quick access
5 Deskiop HIFIS Domain File folder
HIFIS Web File folder
¥ Downlosds T HIFS. 20,587 Compressed (Zipp.. 43433 KB
%) Documents B isstart HTML Document 1KB
=] Pictures Bl jisstart PNG image 98 KB
HIFIS Screenshots =] Readme Text Decument 2KB
I This PC
[ Desktop
|| Decuments
3 Downloads
D Music
| Pictures
B Videos

‘i Local Disk (C:)
§% CD Drive (D¢ Virtua

¥ Metwork

Bitems =
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Step 24 You may now delete the HIFIS 4 application zip file that was copied

e = | wwwroot - [m] ped
Home Share View (2]
N » ThisPC » Local Disk(C) » inetpub » wwwroot » v O Search wwwroot o
Mame Date modified Type Size
st Quick access
B Deskt HIFIS.Domain File folder
eskto|
P HIFIS.Web File folder
* Downloads a lisstart HTML Document 1KB
[5] Documents @ jisstart PNG image 98 KB
=] Pictures [5] Readme Text Document 2KB

HIFIS Screenshots

[ This PC
[ Desktop
|£] Decuments
¥ Downloads
b Music
&=| Pictures.
B Videos
‘i Local Disk (C:)
§" CD Drive (D¢ Virtua

F Metwork

Sitems E

Step 25 Next, we will configure the HIFIS 4 application. Open the HIFIS.Web
folder and right-click the file named Web.config. From the menu that
appears, select Open with.

| = | HIFIS.Web — m] s
Home Share View 0
— v A <« Local Disk (C) » inetpub > wwwroot § HIFIS.Web ~ 0 Search HIFIS.Web »
-
Name Date modified Type Size
7 Quick access
B Desk _bin_deployableAssemblies File folder
eskto
P aspnet_client File folder
‘_’ Downloads bin File folder
5| Documents Content %16 AM  File folder
&= Pictures Properties Y A File folder
HIFIS Screenshots ReportDocs 5/ AN File folder
Scripts ) File folder
= T he . R
ews By ile folder
b >can with Windows Defender...
I Desktop &1 app_offlj 4 ) ] WM HTML Document 1KB
= ~ estore previous versions ) ~
[£] Documents [ emoras] __FororeP M ASPX File 1Ke
& Downloads & favicon Send to > M lcon BKB
B Music @ HFs4- Cut AM  Chrome HTML De... 420 KB
=1 Pictures |_'| Licence oDy B Text Document 1KB
. |_'| Ihve site ) SITEMAP File TKB
Videos .
B [] MveDiag ~ Create shorteut WM ASPX File 30KB
“ams Local Disk (C: =
= Local Disk (C) [ NLog.co] ~ Delete WM CONFIG File 1KB
§ CODiveDIVitua [ package Rename kM CONFIG File 5KB
=¥ Network |_'| Precomy Properties A CONFIG File TKB
|| Web.conmg Freareurs o AM CONFIG File 46 KB
19items 1 item selected 45.9 KB =

Note: If you cannot find the file, look for a template version of the
configuration called WebTemplate.config and rename the file to
Web.config (or make a copy of it and rename the copied version).
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Step 26 By default, Windows Server 2016 does not know how to open files of this

type. Select Try an app on this PC.

Windows can't open this type of file
(.config)

Try an app on this PC -l

OK

Step 27 Select Notepad from the list of available applications and then click OK.

How do you want to open this file?
e Internet Explorer

m Motepad

Look for another app on this PC

Always use this app to open .config files

I oK |

40 BEE

N

= —
ol | EE
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Step 28 The file will now open using Notepad.

7] Web - Notepad - m] X
File Edit Format View Help
<?xml version="1.8" encoding="utf-8"?> ~
<l--
HIFISWeb web.config.
Create a copy of this file at the same location, and rename it from ‘WebTemplate.config® to 'w
Constants to replace
== Connection strings **
DATA_SOURCE
INITIAL_CATALOG
USER_ID
USER_PASSWORD
** Endpoint address **
HIFIS_DOMAIN_ADDRESS
** Session settings **
SESSION_TIMEOUT_MINUTES
=% Mail settings **
SMTP_EMAIL
SMTP_HOST
SMTP_PORT|
SMTP_ENABLE_SSL (TRUE/FALSE)
SMTP_PASSWORD
SMTP_USERNAME
SMTP_ENABLESSL
SMTP_HOST
SMTP_PORT
b4
< >

Step 29 Because we are installing on Windows Server 2016, we must disable a
mimeMap setting that is not required. Scroll through the file until you
reach the <staticContent> section as in the image below. Delete the
lines highlighted in blue.

| Web - Notepad - O x
File Edit Format View Help
<rule name="HTTP to HTTPS redirect" stopProcessing="true">» ~
<match uprl="_*" />
<conditions>
<add input="{HTTPS}" pattern="OFF" />
</conditions>
<action type="Redirect” url="https://{HTTP_HOST}/{R:8}" redirect
<frule>
</rules>
</rewrite>
-
<security>
<requestFiltering>
<requestlimits maxAllowedContentlength="67108864" />
</requestFiltering>
</security>
<staticContent>

<remove fileExtension=".woff" />

<remove fileExtension=".eot" />

<remove fileExtension=".js" />

<mimeMap fileExtension=".woff" mimeType="application/x-font-woff" />

<!-- comment out the following line on Windows Server 2016 (IIS 18) -->
<! --<mimeMap fileExtension=".woff2" mimeType="application/font-woff2
<mimeMap fileExtension=".eot" mimeType="application/vnd.ms-fontobject” />
<mimeMap fileExtension=".js" mimeType="text/javascript” />
</staticContent>

<validation walidateIntegratedModeConfiguration="false" />

<modules>
<add name="ErrorlLog” type="Elmah.ErrorLogModule, Elmah"/>




Step 30

Step 31
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The <staticContent> section should now look like this.

| Web - Notepad - O x
File Edit Format View Help
<add input="{HTTPS}" pattern="0FF" /> ~
</conditions>
<action type="Redirect” url="https://{HTTP_HOST}/{R:0}" redirect’
<frule>
</rules>
</rewrite>
-->
<security>
<requestFiltering>
<requestlLimits maxAllowedContentlLength="67188864" />
</requestFiltering>
</security>
<staticContent>

<remove fileExtension=".

<remove fileExtensiol

<remove fileExtensiol

<mimeMap fileExtension=".woff" mimeType="application/x-font-woff" />

<mimeMap fileExtension=".eot" mimeType="application/vnd.ms-fontobject” />

<mimeMap fileExtension=".js" mimeType="text/javascript™ />
<js‘ta‘tic(ontem‘t>|

<validation validatelIntegratedModeConfiguration="false" />

<modules>
<add name="ErrorlLog" type="Elmah.ErrorLogModule, Elmah"/>
</modules>

<handlers>
<add name="CrystalImageHandler.aspx_ GET" werb="GET" path="CrystalImageHandler.as;
<add name="ELMAH" verb="POST,GET,HEAD" path="elmah" type="Elmah.ErrorlLogPageFact:

v

< >

Scroll down to the setting named <sessionState> and replace the
SESSION_TIMEOUT_MINUTES text with a suitable numeric value. This
will determine how long a session remains active before automatically
timing out.

| Web - Notepad - m] X

File Edit Format View Help

<add assembly="
<add
<add
<add
<add

System.Web.Abstractions, Version=4.0.0.8, Culture=neutral »
System.Web.Helpers, Version=3.0.0.0, Culture=neutral, Publ
System.Web.Routing, Version=4.0.0.8, Culture=neutral, Pub!
System.Web.Mvc, Version=5.2.7.8, Culture=neutral, PublicK:
System.Web.WebPages, Version=3.8.8.8, Culture=neutral, Pul

<add System.Data.Entity, Version=4.8.0.0, Culture=neutral, Publ
<add assembly="System.Data.Entity.Design, Version=4.8.8.8, Culture=neutr:
</assemblies>
</compilation>

<globalization fileEncoding="utf-8" requestEncoding="utf-8" responseEncoding="utf-8" />
<authentication mode="Forms">

<1--WithOUT SSL enabled-->

<forms loginlrl="~/Account/LogOn" cockieless="UseCookies" timeout="9@" slidingExpiration:

<!--WITH SSL enabled-->

!--<forms loginUrl="~/Account/LogOn" cookieless="UseCookies"” timeout="98" slidingExpirai
< fauthentication>

<!--WithQUT SSL enabled-->
<httpCookies httpOnlyCookies="true" />
«!--With SSL enabled-->
<!--<httpCookies httpOnlyCookies="true" requireSSL="true" /»>-->
<sessionState mode="InProc"” timeout="" />
<pages>
<namespaces>
<add namespace="System.leb.Optimization" />
<add namespace="System.Web.Helpers" />
<add namespace="System.Web.Mvc" />
<add namespace="System.leb.Mvc.Ajax" />
<add namespace="System.Web.Mvc.Html" />
<add namespace="System.Web.Routing” />
<add namespace="System.Web.WebPages" />




HIFIS Installation Guide | Installation Procedures

Step 32 Your configuration file should now look similar to this.

| Web - Notepad - O x

File Edit Format View Help

<add assembly="System.Web.Abstractions, Version=4.8.0.08, Culture=neutral ~
<add assembly="System.Web.Helpers, Version=3.0.8.8, Culture=neutral, Pub
<add assembly="System.Web.Routing, Version=4.8.8.8, Culture=neutral, Pub!
<add assembly="System.Web.Mvc, Version=5.2.7.8, Culture=neutral, PublicK:
<add assembly="System.Web.WebPages, Version=3.8.0.8, Culture=neutral, Pul
<add assembly="System.Data.Entity, Version=4.8.8.8, Culture=neutral, Pub
<add assembly="System.Data.Entity.Design, Version=4.8.8.0, Culture=neutr:
< /assemblies>»
</compilation>

<globalization fileEncoding="utf-8" requestEncoding="utf-8" responseEncoding="utf-8" />
<authentication mode="Forms">

<!--WithOUT SSL enabled-->

<forms loginUrl="~/Account/LogOn" cookieless="UseCookies” timeout="98" slidingExpiration:

<!--WITH SSL enabled-->

<!--<forms loginUrl="~/Account/LogOn" cookieless="UseCookies"” timeout="90" slidingExpirai
< fauthentication>

<!--WithQUT S5L enabled-->
<httpCookies httpOnlyCookies="true" />
<!--With S5L enabled--»
<!--<httpCookies httpOnlyCookies="true"” requireSSL="true"” />-->
<sessionState mode="InProc” timeout="ﬂ” />
<pages>
<namespaces>
<add namespace="System.Web.Optimization™ />
<add namespace="System.kWeb.Helpers" />
<add namespace="System.Web.Mvc" />
<add namespace="System.Web.Mvc.Ajax" />
<add namespace="System.kWeb.Mvc.Html" />
<add namespace="System.Web.Routing” />
<add namespace="System.lWeb.WebPages" />

Step 33 Scroll to the bottom of the configuration file to the section called
<connectionStrings>.

| Web - Notepad - m] X
File Edit Format View Help
<dotNetOpenduth> ~
<messaging>
<untrustedWebRequest>
<whitelistHosts>
<! --zadd name="localhost” f»-->
<fwhitelistHosts>
</untrustediebRequest>
</messaging>

<l-- Allow DotMNetOpenAuth to publish usage statistics te library authors to improve the
<reporting enabled="false" />
</dotNetOpenfAuth>

<connectionStrings>

<add name="HIFIS HelpEntities" connectionString="metadata=res://*/HIFISHelpDatabase.Hifi
</connectionStrings>

<entityFramework>
<defaultConnectionFactory type="System.Data.Entity.Infrastructure.localDbConnectionFactol
<parameters>
<parameter value="mssqllocaldb” />
</parameters>
</defaultConnectionFactory>
<providers>
<provider invariantMame="System.Data.SqlClient” type="System.Data.Entity.SqlServ:
</providers>»
</entityFramework>
<elmah>
<security allowRemoteAccess="yes"/>
<errorlLog type="Elmah.XmlFileErrorlLog, Elmah" logPath="~/ELMAH_LOG_DIR" />
</elmah>
<fconfiguration>

< >

Step 34 In the configuration file for the HIFIS Web application component, there
is only one database connection string to configure called
HIFIS_HelpEntities. This database connection provides access to the
integrated help and training content in HIFIS 4. Adjust the connection




Step 35

Step 36
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string as necessary to connect to the HIFIS 4 database that will provide
this information. It does not have to be the same database that contains
HIFIS 4 client data.

At the end of the configuration file, there is a setting called <errorLog>.
Replace the text ELMAH_LOG_DIR with a folder location used for error
logging.

The HIFIS 4 web application, called HIFIS.Web, uses Windows
Communication Foundation (WCF) to interact with the business tier
called HIFIS.Domain. In the HIFIS.Web configuration file, there is an
ednpoint configuration for each business service available in the
business tier. They can be found in the <client> section (see image). For
each endpoint, you must update the address to point to the correct
location. The template configuration file has placeholder text,
HIFIS_DOMAIN_ADDRESS, which you can replace with the text
HIFIS.Domain for each endpoint if you are conforming to the
configuration provided in this document. If you have customized the
name of the folder (step 23) where the HIFIS.Domain component is
installed you will need to use that same folder name here.

For each endpoint address,
replace
HIFIS_DOMAIN_ADDRESS with
HIFIS.Domain or alternative
folder name you specified in
step 23

EER®
CEEEE
EEER®
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Step 37 Save the changes to the configuration file by clicking File and selecting

Save. You may close the configuration file.
| Web - Notepad - O X
Edit Format View Help

New Ctrl+N  >ding="utf-8"?2> A
Open.. Ctrl+0

Save s |

Save As...

Page Setup... ile at the same location, and rename it from 'WebTemplate.config' to 'web.config’
Print... Ctrl+P

Exit

TTOLUNMMNELLLON SLMLngs ™
DATA_SOURCE
INITIAL_CATALOG
USER_TD

USER_PASSWORD

*= Endpoint address **
HIFIS_DOMAIN_ADDRESS

** Session settings **
SESSION_TIMEQUT_MINUTES

Step 38

Step 39

** Mail settings **
SMTP_EMAIL

SMTP_HOST

SMTP_PORT
SMTP_ENABLE_SSL (TRUE
SMTP_PASSWORD
SMTP_USERNAME

<

/FALSE)

Navigate to the HIFIS.Domain folder and find the web.config file.

Double-click

to open it.

I M < | HIFIS.Domain - m] X
Home Share View o
&« v <« Local Disk (C:) » inetpub » wwwroot » HIFIS.Domain » v O Search HIFIS.Domain »
MName Type Size ()
3 Quick access [ PP L3 LIV L D US IS S SETVILES, FIUUSIY... v rne 1o
[ Desktop || HIFIS.DOMAIM.BusinessServices.Housing... SVC File TKB
| ] HIFIS.DOMAIN.BusinessServices.Identific... SWC File 1KB
4 Downloads
. || HIFIS.DOMAIN.BusinessServices.Incident... SVC File TKB
|5 Documents -
| ] HIFIS.DOMAIN.BusinessServices.IndianSt... SVC File 1KB
=) Pictures | HIFIS.DOMAIN.BusinessServices.MainMe... SVC File 1KB
HIFIS Screenshot || HIFIS.DOMAIN.BusinessServices.Message... SYC File 1KB
HIFIS.Web |_| HIFIS.DOMAIN.BusinessServices.Organiz... SVC File 1KB
B This PC || HIFIS.DOMAIM.BusinessServices.PeopleS... SVC File TKB
| ] HIFIS.DOMAIN.BusinessServices.PitEvent... SWC File 1KB
B Desitop [ HIFIS.DOMAIN.BusinessServices. PlaceSer.. SWC File 1KB
| Documents [ HIFIS.DOMAIN.BusinessServices.Pragram... SVC File 1KB
¥ Downloads | ] HIFIS.DOMAIN.BusinessServices.Questio... SVC File 1KB
Js Music |_| HIFIS.DOMAIM.BusinessServices.Registrat... SVC File TKB
& Pictures || HIFIS.DOMAIN.BusinessServices.SideMen... SWC File 1KB
B Videos || HIFIS.DOMAIN.BusinessServices.SPDATS.., SVC File TKB
. HIFIS.DOMAIMN.BusinessServices.Storages... SWC File 1KB
- g
‘i Local Disk (C:) 3 B
| .Businessbervices.5upport... WC File
= . || HIFIS.DOMAIN.B S Supp SVCFil 1KB
8O0 Drive @) Vitua ™ yeie hoMAIN BusinessServices. Tumauwa... SVC File 1kB
£ Network |_| HIFIS.DOMAIN.BusinessServices.UsersSer... AM  SWCFile 1KB
|| HIFIS.DOMAIM.BusinessServices, VAT Senvi.., /2023 %16 AM  SVCFile TKB
|| HIFIS.DOMAIN.BusinessServices.Veterans... AM  SWCFile 1KB
HIFIS.DOMAIN.BusinessServices,Waiting...  5/24/2023 &16 AM  SVCFile TKB
5/24/2023 916 AM  CONFIG File 58 KB v
63 items  1item selected 73 bytes =

Note: If you cannot find the file, look for a template version of the
configuration called WebTemplate.config and rename the file to
Web.config (or make a copy of it and rename the copied version).

As with the previous configuration file, you will need to update the
database connection information in the <connectionStrings> section.

There are three connection strings to update:
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e HIFISEntities (database containing the live HIFIS data)

e ApplicationServices (database containing the user account
information)

e ReportCon (database used for reporting)

] Web - Notepad — O x
File Edit Format View Help
~
-->
<configuration>
<configSections>
<1-- For more information on Entity Framework configuration, visit http://go.microsoft.ca
<sectionGroup name="applicationSettings” type="System.Configuration.ApplicationSettingsGr
<section name="HIFIS.DOMAIN.Properties.Settings" type="5System.Configuration.Clien
</sectionGroup>
<section name="nlog" type="NLog.Config.ConfigSectionHandler, NLog"/>
</configSections>
<add name="ReportCon” providerName="System.Data.5qlClient” connectionString="data source
</connectionStrings»
<appSettings>
<add key="Errorlogging” value="false" /s
<add key="CacheTimeout Minutes" value="98" />
<add key="ExportCommandTimeout"” value="3@" />
<1-- NATIVE_DRIVER -->
<!--<add key="SQLClient" value="SQLHNCLI11" />-->
</appSettings>
<system.web>
<compilation debug="false" />
<customErrors mode="0ff"/>
<membership defaultProvider="StandardMembershipProvider">
<providers> v
< >

Note: Unless you have a specific business requirement, normally all
three of these are configured to use the same database. Adjust the
connection strings as necessary to connect to the HIFIS 4 database.
When you are finished, save and close this file.

Step 40 Return to the Internet Information Services (1IS) Manager.

@ Internet Information Services (I5) Manager - b4
cf 3 € » WIN-LS9VOBBQAT1 » Sites » Default Web Site » &l L@

File View Help

Connections .
Q- id= 8 q Default Web Site Home

-§5 Start Page — Edit Permissions
Filter - % 6o - G ShowAll | Grouby: A -@- S
83 WIN-LSVOBBOATT (WIN-LS: & -G e Are

Actions

B Explore

Edit Site
-3 Application Pools 5 - -
i i = — indings...
v (8] Sites l!?-i 2“ = s
n g =0) 'y g .
€ Default Web Site L L] > &)
Authentic... Compression  Default  Directory  ErorPages  Handler HTTP e e
Document  Browsing Mappings  Respon...

irtual Directories

i;ﬂ ]-_1“' @*EI i‘”ﬂ &= % Manage Website A

Logging MIMETypes Modules  Output  Request  SSL Settings 2 Restart
Caching  Filtering »
Management - 8 Sstop
D Browse Website
Browse hitp)
Configurat..
Editor Advanced Settings..
Configure
Limits...
@ Hep
< 5| [EIFeatures View |i72 Content View

Ready L]
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Step 42
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Right-click on the Default Web Site node under Sites and select

Refresh.

'€ Intemet Information Services (IIS) Manager - m] x
e | @ » WIN-LS9VOGBQAT1 b Sites » Default Web Site b @ e @
File View Help
~ e Default Web Site Home
Q-5 |8 B Explore
-5 Start Page = Edit Permissions
Filter: + % Go - Show All | Groupby: A - @& ssions..
83 WIN-L5OVOSBOATT (WIN-159 & B Area -
. s Edit Site
-2} Application Pools - -
- indings..
th [4] Pl 3
> 4B Default Web Sit: ﬁ) \gj ] %J etting:
X Explore Default  Directory  ErorPages  Handler HTTP Cremirmileis
Document  Browsing Mappings  Respon... .
Edit Permissions... rtual Directories
o s o= .
2 Add Application.. & je Jl = Manage Website @
|z Add Virtual Directory. Modules Output Request  SSL Settings 2 Restart
Caching  Filtering »
Edit Bindings... L
| Sip
Manage Website »
Browse Website
i) Refresh
W Remove .
Rename Configure
{2 Switch to Content View Umrs,
@ Help
= > | [E]Features View |i2 Content View
Ready &

You will now see two HIFIS folders that we extracted prev

File View Help

@ Internet Information Services (1IS) Manager

{(:\r‘:) € » WIN-L3SVOBBQAT! » Sites » Default Web Site »

iously.
X

Connections
€ iz e
& Start Page
€3 WIN-L58VOBB0AT] (WIN-L5:
L[ Application Pools
Sites
+ 0 Default Web Site
» ] HIFIS.Domain
5 ] HIFISWeb

Ready

e Default Web Site Home

Filter: - W Go - Show Al

Group by: Area

s

A 9 o

Authentic.. Compression Default  Directory

Document  Browsing

= r T

mooal
Logging  MIME Types  Medules Output
Caching

Management

E

Configurat..
Editor

ErrorPages  Handler HTTP
Mappings  Respon...

o=

=
Request  SSL Settings
Filtering

[=]Features View |2 Content View

- O
@t e-
Actions
& Explore
Edit Permissions...
Edit Site
Bindings

Manage Website
Restart

-
<
13
|

Stop

Browse Website
Browse ™ p)

Advanced Settings..
Configure

Limits...

@ Help

H:

EEEE




HIFIS Installation Guide | Installation Procedures

Step 43 Right-click on HIFIS.Domain and select Convert to Application.

@ Internet Information Services (IS} Manager a
— —
= €@ » WIN-LSIVOBBOAT! » Sites » Default Web Site » & P @-

File View Help

‘Connections

= Default Web Site Home
PEIEIY ]
-§g Start Page =
. Filter: ~ % Go -~ G ShowAll | Groupby: A - [
~ 83 WIN-LSOVOSEQATT (WIN-LS! Go - Gy ShawA RS Aren
(3 Application Pools s - -
v L 49 o [ & &
4@ Default Web Site e ] (/] 5 < =
. HIFIS.Domain uthentic... Co Default  Directory  ErorPages  Handler HTTP Y N
el Explore Document Evot/vs\ng Mappings  Respon... M
Edit Permissions... el E R o= T ————
& Foc = B Manage Website -
.3
[ ErmEin T Modules  Output  Request  SSL Settings 2 Restart
(£ Add Application... Caching Filtering »
=1 Add Virtual Directory... N | Siop
Manage Folder »
& Refresh

Switch to Content View

< 3| [E] Features View | [ Content View

Ready

&

Step 44 In the Add Application dialogue box, click OK.
Add Application ? *

Site name:  Default Web Site

Path: !
Alias: Application pool:
HIFIS.Domain | |Defau|mpppua| Select...

Example: sales

Physical path:
|C:\inetpub\mwurnot\HlFlS.Dnmain

Pass-through authentication

Connect as... Test Settings...

[] Enable Prelcad

Important: The Alias defaults to the same name as the selected folder.
The alias is the text that will be used to form the web address of this
application. Previously, when we configured the endpoint addresses for
the web services in the HIFIS.Web configuration file. If you are using an
alternative name for this alias, the endpoint addresses must be
configured to use the same alias in the address (e.g. if you set the alias
to HIFISWebServices the endpoint addresses would all follow the
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Step 46
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pattern:

http://localhost/HIFISWebServices/HIFIS.Domain.BusinesService...)
Notice that the icon for HIFIS.Domain has changed to indicate that it is

now an application in IIS.

@ Internet Information Services (IS) Manager

—

« > 3 » WIN-L59VOBB0ATT » Sites » Default Web Site » HIFIS.Domain »

File View Help

Connections

FESIEY ? /HIFIS.Domain Home

W5 Start Page

~ -3 WIN-L59VO68QATT (WIN-L5 e -

Go - (g Show All | Group by: Area

©[) Application Pools s
v -[&] Sites ] .
e | & @ o 21
HIFIS.Domain Authentic.. Compression Default  Directory  ErrorPages  Handler
e Document  Browsing Mappings
= = - P =
B = & # & 8§
logging MMETypes Modules  Output  Request  SSL Settings
Caching  Fitering
Management
Configurat...
Editor

N

& 5| [El]Features View |2 Content View

Ready

- o X
@@
Actions
B Egplore
Edit Permissi

Manage Application (a

Browse Application

S

& Intemet Information Services (IIS) Manager

—

€« [ » WIN-L58VO68QAT1 » Sites » Default WebSite » HIFISWeb »

File View Help

Right-click on HIFIS.Web and select Convert to Application.

@@

Connections

eI | HIFIsWeb Home

-&g Start Page

85 WIN-LS9VOBBQATT (WIN-L59 Filter: M

Go - [ Show All | Group by: Area

+-[2) Application Pools

IIs
v [ Sites 0 = =
€ Default Web Site ‘Jy!) ‘é‘ o £0 2
3 Authentic.. Compression Default  Directory  ErrorPages  Handler
) HIFISWel Document  Browsing Mappings
Explore . *H £ &
Edit Permissions... =il ¥ o=
- Modules  Output  Request 5L Settings
|L2_Convert to Application Caching  Fittering
(2 Add Application...
&1 Add Virtual Directory...
Manage Folder 3
(& Refresh
IZ Switch to Content View

HTTP
Respon...

3 5| [EFeatures View | [ Content View

Ready

Actions

8 EBplore
Edit Permissions...

Manage Folder (]
Browse Folder

Browse %20 (hitp)

@ Help

bt
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In the Add Application dialogue box, click OK.

Add Application ? >
Site name:  Default Web Site
Path: /
Alias: Application pool:
[HiFis.web | |DefaultappPool Select..

Example: sales

Physical path:
| Chinetpubiwwwroot\HIFIS. Web

Pass-through authentication

Connect as... Test Settings...

[1 Enable Prelcad

Notice that the icon for HIFIS.Web has also changed to indicate that it is

now an application in IIS.

@ Internet Information Services (1IS) Manager

€« > 3 » WIN-L59VOGB0ATT » Sites » Default Web Site » HIFISWeb »

File View Help

Connections
Q- |28

W5 Start Page

~ €3 WIN-L59VOEBQAT1 (WIN-L5!
+.[2) Application Pools

Iis
~-[8] Sites ‘i‘_é) \% ° 5-/_—| @

+ 0 Default Web Site

(P HIFSWeb

&) /HIFIS.Web Home
[E Bl Explore

Edit Permissions...

Filter: « W Go - (ghShow All | Group by: Area ~ -

Virtual Directories

Authentic.. Compression  Default  Directory  ErrorPages  Handler HTTP
Document  Browsing Mappings  Respon...

B o= & & &£ 8§

Logging MMETypes Modules  Output  Request  SSL Settings ® e
Caching Filtering o

Browse Applicatio
@ Browse *:8 B)

Advanced Seftings..

Management

B

Configurat...
Editor

Manage Application (a

< 3| [ElFeatures View |iZ Content View

Ready

9

EEEE
HEREE

EREE
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3.2 Installing SQL Express 2017 with Advanced Data

Services

Follow the documentation for the version of SQL Server that you wish to install. HIFIS is
compatible with SQL Server 2008 R2 or better. For all versions, you must include the

full-text search feature.

If you are installing an Express version of SQL Server, ensure you
download a specific version that includes the full-text search feature,
normally called SQL Server Express with Advanced Tools.

7 SOL Server 2017 Setup - o X

Feature Selection

Select the Express features to install.

License Terms
@ Looking for Reporting Services?  Dewnlead it from the web

Global Rules
Microsoft Update Features: Feature description:
Product Updates  |[The configuration and operation of each instance feature of a A
Install Setup Files Datsbase Engine Services 50U Server instance i islated from other SO Server instances,
nstall Rules SQL Server Replication
Feature Selection Machine Leaming Services (In-Database) Prerequisites for selected features:
R

Feature Rules Pthon Already installec: ~
Instance Cenfiguration Full-Tex and Semantic Extractions for Search ol T TSGR i

- . Microsoft .NET k45 v
Server Configurstion [l PolyBase Query Service for Extemal Dats

Shared Fest Disk Space Requirements
Datshase Engine Configurstion ared Features
Consent to inctall Microsoft R Client Tools Connectivity Drive C: 2394 MB required, 35604 ME available
Client Tools Backwards Compatibility

Consent to install Python w4 cre v

Feature Configuration Rules

Select All Unselect All

Installation Progress
Complete Instance root directory: ‘C:\Fmgram Files\Micresoft SOL Server\, ‘
Shared feature directory: ‘C:\Fmgram Files\Microsoft SOL Server\ ‘
Shared feature directory (x86): ‘C:\Fmgram Files (x6)\Microsoft SQL Servert, ‘

< Back Next > Cancel

This guide assumes the use of Mixed Mode authentication and describes
using SQL Serever authentication. If you have a business requirement to
use Windows Authentication Mode you will need to adjust your
configuration as per the information found here:
https://msdn.microsoft.com/en-us/library/bsz5788z.aspx

T SQL Server 2017 Setup - o x

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempD8 settings.

License Terms. tion  Data Directories TempDB  UserInstances  FILESTREAM

Global Rules

Microsoft Update
Product Updates
Install Setup Files:

Mode (SQL Server authentication and Windows authentication)

Specify the password for the SQL Server system administrator (s2) account.

Enter pass

Confirm password: | |

SQL Server administrators have
unrestricted access to the Database
Engine.

EEEE
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3.3 Crystal Reports

HIFIS 4 uses SAP Crystal Reports to provide real-time integrated reporting. In order to
enable reporting, you must install the Crystal Reports runtime engine from a link
provided by the HIFIS team.

Step 1 Double-click the SAP Crystal Reports installation file that you
downloaded.

¥+ =1 Application Tools ~ Downloads - [m) X
Home  Share  View Manage - @
« « 4 & > ThisPC > Downloads v ® | Search Downloads »
Mame - Date modified Type Size
# Quick access
B v L HRsL0507 Compressed (app... 4333 KB
8 SOLEXPRADV 64 ENU AM  Application 727,916 KB
¥ Downloass  # SQLEXPRADV_x64_ENU 311551 AM  File folder
[5] Documents  # § crvsaotocRe424 0-10010309 5 311:54AM  Compressed (zipp... 89,706 KB
&) Pictures # 5 CRRuntime_64bit_13_0_24 5/24/2023 11:54 AM  Windows Installer.. 94,132 KB
HIFIS Screenshot #
HIFIS Web
B This PC
[ Desktop
Documents
4 Downloads
D Music
|&=] Pictures
§ Videos

‘i Local Disk (C3)
§ CD Drive (D) Virtua

¥ Network

Sitems 1 item selected 91.9MB EQ

Step 2 Click Next.

‘ﬁ SAP Crystal Reports runtime engine for MET Framework (84-b...  — X

Welcome to the SAP Crystal Reports runtime engine
for .NETF k (64-bit) llation Wizard

It is strongly recommended that you exit all Windows
programs befare running this Setup Program.

Click Cancel to quit Setup and dose any programs you have
running. Click Mext to continue with the Setup program .

WARNING: This program is protected by copyright law and
international treaties,

Unautherized reproduction or distribution of this program, or
any portion of it, may resultin severe civil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law.

EEERE

HEEREE
@ @@ E




Step 3

Step 4
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Review and accept the License Agreement.

ﬁ SAP Crystal Reports runtime engine for MET Framework (84-b...  — *

License Agreement
‘fou must agree with the license to proceed.

SAP® BUSINESSOBJECTS™ LICENSE AGREEMENT ~

IMPORTANT-READ CAREFULLY: THIS IS A LEGAL AGREEMENT BETWEEN YOU AND
SAP BUSINESSOBJECTS FOR THE SAP BUSINESSOBJECTS SOFTWARE ACCONPANYING
THIS AGREEMENT, WHICH MAY INCLUDE COMPUTER SOFTWARE, ASSQCIATED MEDLA,
PRINTED MATERIALS AND ONLINE OR ELECTRONIC DOCUMENTATION (*SOFTWARE®).
BEFORE CONTINUING WITH THE INSTALLATION OF THE SOFTWARE, ¥YOU MUST READ,
ACKNOWLEDGE AND ACCEPT THE TERMS AND CONDITIONS OF THE SOFTWARE
LICENSE AGREEMENT THAT FOLLOWS (*AGREEMENT"). IF OU DO NOT ACCEPT THE
TERMS AND CONDITIONS OF THE AGREEMENT, ¥OU MAY RETURN, WITHIN THIRTY (30}
DAYS OF PURCHASE, THE SOFTWARE TO THE PLACE YOU OBTAINED T FOR A FULL
REFUND.

1. GRANT OF LICENSE. SAP BusinessObjects grants you a nonexclusive and limted
license to use the Software preducts and functionalties for which you have paid the
applicable fees solely for your internal business purposes and in accordance with
the terms and conditions of this Agreement. The Software is licensed, not sold, to
you. If you acquired thiz preduct as a special offer or as a promotienal license
included with another SAP BusinessObjects product, additional restrictions apply as

<

@f[ éccept the License AgreemEnE
()1 do not accept the License Agreement

Ensure you are installing the correct version (normally the 64-bit version).
Click Next.

ﬁ SAP Crystal Reports runtime engine for MNET Framework (64-b...  — x

Start Installation

Are you ready to have the SAP Crystal Reports runtime engine for .\NET
Framework (54-bit) Installation Wizard begin the install?

Press the Mext button to begin the installation or the Back button to review the
license agreement.

< Back Cancel




HIFIS Installation Guide | Installation Procedures

Step 5 Allow the installation to complete.

‘E SAP Crystal Reports runtime engine for [NET Framework (84-b..  —

SAP Crystal Reports
version for Microsoft Visual Studio

w 2010-2018 SAP SE. All rights reserved

Updating component registration

Cancel

Step 6 Click Finish.

“E SAP Crystal Reports runtime engine for MET Framework (84-b...  —

SAP Crystal Reports runtime engine for .NET
Framework (64-bit) has been successfully installed.

==

3.3.1. Crystal Reports — Common Issues

These are some common issues and fixes related to the configuration of Crystal
Reports. If you receive the following error, you will need to create a folder required for
Crystal Reports to function properly.
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Error: “The required folder [...] does not exist and HIFIS was unable to create it for
the following reason: Access to the path [...] is denied.”

e @ http://localhost/HIFIS.Web/HifisReports/Genel p - G \@ localhost

The requird folder C:\inetpub\wwwroot HIFIS Domain'\reports'temp does not exist and HIFIS was unable to create it for the following reason: Access to the
path "C-linetpub'wwwroot' HIFIS Domain'reports'temp' is denied

Solution: Create the folder required for Crystal Reports to function properly (see
steps below).

Step 1 Navigate to the HIFIS.Domain folder in Windows Explorer. Right-click on
HIFIS.Domain and select New - Folder.

Locw Dk B  wWwweoot 5. Dcema
2\ - -
Pctures
bn_SepicyatlaAnetie
B Ve
v L. Loca Disx & <) vt
~ et
Cuete
Loy
v ww

PP

M IS Doman

Lssermeiles
i Wed
Por
o e
graen Fien (w06
ey v|
v« y
| S

Step 2 Name the new folder reports.

4 = | HIFISDomain - X
Home Share View (2]
« v o <« Local Disk (C) > inetpub > wwwroot > HIFIS.Domain > v O Search HIFISDomain P
b Music A Name Date modified Type - si
& Pictures _bin_deployableAssemblies 5/4/2018 745 AM  File folder
B Videos bin 5/4/2018 TA6 AM  File folder
€. Local Disk (C) New folder 6/18/2018 9:36 AM  File folder
inetpub ) Web 6/14/20187:57 AM  CONFIG File
custerr [7) HIFIS.DOMAIN BusinessServices ActivityS..  4/12/2018 310 PM SVC File
history [7] HIFIS.DOMAIN BusinessServices AddressS..  4/12/2018 310 PM SVC File
logs \4 HIFIS.DOMAIN.BusinessServices. Admissio..  4/13/2018 3:110PM  SVCFile
temp \4 HIFIS.DOMAIN BusinessServices Applicati..  4/13/2018 2:10 PM SVC File
[] HIFIS.DOMAIN BusinessServices Appoint..  4/12/2018 310 PM  SVC File
oot (] HIFIS.DOMAIN BusinessServices AuditSer..  4/13/2018 310 PM  SVC File
aspnet dlient [ HIFIS.DOMAIN BusinessServices Authenti..  4/13/2018 310 PM  SVC File
HIFIS.Domain [ HIFIS.DOMAIN BusinessServices BarredSe...  4/13/2018 310 PM  SVC File
_bin_deployableAssemblies [ HIFIS.DOMAIN BusinessServices Bulletins..  4/13/2018 310PM  SVCFile
[] HIFIS.DOMAIN BusinessServices CallsVisit..  4/12/2018 310 P SVC File
[] HIFIS.DOMAIN BusinessServices CaseMan...  4/12/2018 310 PM  SVC File
HIFIS Web [7] HIFIS.DOMAIN BusinessServices ChoresSe..  4/13/2018 310 PM  SVC File
perfLogs u HIFISDOMAIN BusinessServices Clientfac..  4/13/2018 3:10PM  SVCFile
rogram Files L] HIFISDOMAIN BusinessServices ClientSer... 4/13/2018 310 PM  SVC File
[ HIFIS.DOMAIN.BusinessServices.ConflictS..  4/13/2018 310 PM  SVC File
Program Files (x86) e T e e v
v < >

s2iems =




Step 3

Step 4
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Create a second folder, inside the reports folder you just created, called

temp.
= | HIFIS.Domain

« v P
> ) Music ~
> = Pictures

> @ Videos

v % Local Disk (C:)

v inetpub
> custerr
> history
b3 logs
> temp
v | wwwroot
> aspnet_cli

v HIFIS.Domain
_bin_deployableAssemblies
> bin
> reports
temp
> HIFIS.Web
PerfLogs

> | Program Files

N Dranram Filac v8A)
62 items

« Local Disk (C) » inetpub > wwwroot » HIFISDomain »

Name

_bin_deployableAssemblies

bin

reports
<) Web
D HIFIS.DOMAIN.BusinessServices ActivityS..
[] HIFIS.DOMAIN BusinessServices AddressS.
D HIFIS.DOMAIN BusinessServices. Admissio.
|1 HIFIS.DOMAIN BusinessServices Applicati..
[] HIFISDOMAIN BusinessServices Appoint..
| HIFIS.DOMAIN BusinessServices AuditSer...
| HIFIS.DOMAIN BusinessServices. Authenti...
[] HIFIS.DOMAIN BusinessServices BarredSe..
D HIFIS.DOMAIN BusinessServices Bulletins.
] HIFIS.DOMAIN BusinessServices CallsVisit.
|1 HIFIS.DOMAIN BusinessServices CaseMan...

[ HIFIS.DOMAIN BusinessServices.ChoresSe...

| HIFIS.DOMAIN BusinessServices.Clientac..
D HIFIS.DOMAIN BusinessServices.ClientSer.
D HIFIS.DOMAIN.BusinessServices.Conflicts.

[ wurie nran

- X
(2]

v O | Search HIFISDomain L
Date modified Type - sin
5/4/2018 T45AM  File folder
5/4/2018 T46 AM  File folder

/18/2018 9:38 AM  File folder

/14/2018 7:57 AM CONFIG File

/13/2018 310PM SVC File
4/13/2018 310PM  SVCFile
4/13/20183:10PM  SVCFile

/13/2018 3:10PM  SVC File

/13/2018 3:10PM  SVC File

/13/2018 3:10PM  SVC File

/13/2018 310PM SVC File
4/13/2018 310PM  SVCFile
4/13/2018310PM  SVCFile
4/13/20183:10PM  SVCFile

/13/2018 3:10PM  SVC File

/13/2018 3:10PM  SVC File

/13/2018 310PM SVC File
4/13/2018 3:10 PM SVC File
4/13/2018310PM  SVCFile .

In Internet Information Services (1I1S) Manager, refresh the folders under

HIFIS.Domain.

¥ Intemet Information Services (IIS) Manager

File View Help

< = (@ » WIN-U4QPVIRSISR » Sites » Default Web Site » HIFIS.Domain *

- X
W@

Ready

onnectors 9 /HIFIS.Domain H
FEEIEY /| .Domain Home
¥ Start Page Filter: - ¥ Go -GShow All | Group by: Area - A
v & - -
3":'2 U?O_P:IDRS:;RI (WIN-U4d ASP.NET ~ B
- Application Pools - . ; "
(@ Sites =) \«“Q @ F_ 12N
~ @ Default Web Site NET NET  NETEmor  NET  .NETProfile .NET Roles
5[ aspnet_client Authorizati... Compilati Pages izati
- HIFIS Domain - -
L £
» -1 _bin_deployableA: e L?_) f-h\ i;?
» -1 bin NET Trust .NET Users Application Connection Machine Pages and
~-1 reports Levels Settings Strings Key Controls
> [0 temp ».
> - HIFIS Web ) &5 @I
Providers Session SMTP
State E-mail
s -~
& 9 le &
Authentica.. Compressi.. Default  Directory Error Pages  Handler
Document  Browsing Mappings
S o ks o=
8 = & C o =
HTTP Logging MIME Types Modules Qutput Reguest
< > | [ Features view |

Actions
B Explore
Edit Permissions...
[ Basic Settings.
View Virtual Directories
Manage Application ~
Browse Application
Browse *:80 (http)
Advanced Settings.

@ Help

4
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Step 5 Right click on the newly created temp folder and select Edit

G"c Internet Information Services (IIS) Manager —
R— 1 » WIN-U4QPVIRSISR » Sites » Default Web Site » HIFIS.Domain + reports » temp »
File View Help
Connections j rts/t H Actions
@-HiZe reports/temp Home B Explore
; :5 Start Page Filter: - ¥ Go -GshowAll | Group by: Area B Edit{EE R
- =
~-9 V’\‘f’lN'U‘{QPVQRSﬁR (WIN-U4Q ASPNET ~ I Manage Folder i~
e Application Pools = ' i p Browse Folder
v &l Sites =) & 0 F Browse *80 (http)
@ Default Web Site NET NET  NETEmor  NET  NETProfile .NETRoles @ Help
> [l aspnet_client Authorizati.. Compilati Pages izati
<@ HIFIS Domain
- & n E =
-7 bin_deployableA é’ Lf) a5) ;;?
> bin NETTrust  NET Users Application Connection Machine  Pages and
~ - reports Levels Settings. Strings Key Controls
5 - te
5@ HiFisy 2 Bolore @
Edit Permissions o suTe
2 Convert to Application ate E-mail
@ Add Application... ~
.| Add Virtual Directo = —
‘ 8 &
Manage Folder V= @
_ pressi. Default  Directory FErrorPages  Handler
& Refresh Document  Browsing Mappings
[ Switch to Content View 5 i e PN
= & = A F o=
HTTP Logging MIME Types Modules Output Reguest v
< > | [ElFeatures View |2 Content View
Ready &
temp Properties X

General Sharing Security Previous Versions Customize

Qbject name: Chinetpub\wwwrootiHIFIS Domain\reportsitemp

Qroup Qr user names:

b §CREATOR OWNER ~
BB SYSTEM
ER Administrators (WIN-U4QPWVIRS J5R\Administrators)

B2 | leare AWIN-LAOPWORS. IRRY lears) ~
<

To change permissions, click Edit. Edit .

Permissions for CREATOR
OWNER Allow
Full control 2
Modify

Read 8 execute

Listfolder contents

Read

Write

Deny

For special permissions or advanced settings,

click Advanced. Adyanced

Cancel

Apply
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Step 7 On the list, scroll down to find the group called 1IS_IUSRS and select it.
With the group selected, place a check-mark in the Allow column for the
Modify permission as per the image below and click OK. This will
resolve the error.

Permissions for temp X
Security
Object name: ChinetpubiwwwrootiHIFIS Domain\reporsitemp

Group or user names:

£R CREATOR OWNER

BB SYSTEM

R Administrators (WIN-U4QPVIRSJSR\Administrators)
R Users (WIN-U4QPVIRS JER\Users)

F1RIIS_IUSRS (WIN-U4QPVIRS JSRIIS_IUSRS)

R TrustedIinstaller

Add... Remove
Permmissions for lIS_IUSRS Allow
Full control ] a
Modify

Read & execute
List folder contents
Read

100000l

£

Error: “HIFIS requires the SQL Native Client OLE DB driver version 10.0 or better”
Error 0

* HIFIS requires the SQL Native Client OLE DB dniver version 10.0 or better in order to run a Crystal Report
Either version 10.0 was not found or this appication has been configured to run with another version that was not
found

Solution: Modify the HIFIS.Domain configuration file and possibly install an
additional component (by default, HIFIS will attempt to the SQL Native Client 10.0 for
reporting connections to the SQL database). If you have version 11.0 installed, follow
the steps below to adjust the configuration.
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Step 1 Navigate to the HIFIS.Domain folder in Windows Explorer and open the
web.config file for editing. Find the section called <appSettings> and
identify the line highlighted in blue.

" Web - Notepad - x
File Edit Format View Help

<configsections> ~
<l-- For more information on Entity Framework configuration, visit http://go.micros
<sectionGroup name="applicationSettings” type="System.Configuration.Applicationsett
<section name="HIFIS.DOMAIN.Properties.Settings" type="system.Configuration
</sectionGroup>
</configSections>
<connectionstrings>
<add name="HIFISEntities" connectionString="metadata=res://*/EntityDataModel .HIFIS.
<add name="ApplicationServices" connectionString="Data Source=WIN-U4QPVIRSISR\SQLEX
<add name="ReportCon" providerName="System.Data.5qlClient” connectionstring="data s
</connectionstrings>
<appSettings>
<add key="ErrorLogging"” value="false" />
<add key="CacheTimeout_Minutes" value="98" />
<l-- NATIVE_DRIVER -->

< |- -<add key="sQLClient" value="SQLNCLI11" />-->

</appsettings>
<system.web>

<compilation debug="false" />

<customerrors mode="0ff"/>

<membership defaultProvider="StandardMembershipProvider">

<providers>

<add name="standardvembershipProvider"
type="System.Web.Security.SqlMembershipProvider"
connectionstringName="ApplicationServices"
enablePasswordRetrieval="false"
enablePasswordReset="true"
requiresQuestionAndAnswer="false"

Step 2 Remove the comment tags surrounding this line until it looks like the line
highlighted in blue.

| Web - Notepad - X
File Edit Format View Help

<configsections> ~
<l-- For more information on Entity Framework configuration, visit http://go.micros
<sectionGroup name="applicationSettings” type="System.Configuration.Applicationsett
<section name="HIFIS.DOMAIN.Properties.Settings" type="system.Configuration
</sectionGroup>
</configSections>
<connectionstrings>
<add name="HIFISEntities" connectionString="metadata=res://*/EntityDataModel .HIFIS.
<add name="ApplicationServices” connectionString="Data Source=WIN-U4QPVORSISR\SQLEX
<add name="ReportCon" providerName="system.Data.sqlclient" connectionstring="data s
</connectionStrings>
<appSettings>
<add key="ErrorLogging"” value="false" />
<add key="CacheTimeout_Minutes" value="98" />
<l-- NATIVE_DRIVER -->

< |- -<add key="sQLClient" value="SQLNCLI11" />-->

</appsettings>
<system.web>

<compilation debug="false" />

<customerrors mode="0ff"/>

<membership defaultProvider="StandardMembershipProvider">

<providers>

<add name="standardvembershipProvider"
type="System.Web.Security.SqlMembershipProvider"
connectionstringName="ApplicationServices"
enablePasswordRetrieval="false"
enablePasswordReset="true"
requiresQuestionAndAnswer="false"

Step 3 Save your changes. If you continue to receive the error, ensure you have
installed the SQL Native Driver version 10.0 or version 11.0.
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Error: “Access to the path C [...] is denied.”

(&) oo O~ &

Access 1o the path "C-inetpub'wwwroot HIFIS. Web' RepontDocs\ Temp' 58ef5e 3 8- f524-42B8-95d3-43 Zeledef1 24 rpt’ 15 denied.

— -

b localhost/HIFIS.We

B 1oeal .
i localhost

Solution: Create a folder required for Crystal Reports to function properly.

Step 1 From Internet Information Services (1IS) Manager, navigate to the
HIFIS.Web - ReportDocs - Temp folder. Right-click on the Temp

folder and select Edit Permissions.

| ntesnet Intormation Services 25) Manager o x |
—— {
S > WIN-LHCPVIRSISR + Stes o Defanit Web Ste o IS Web » ReponiDocs » Temp » L 0"
{
; fle  Yew lieo |
{
| Actions
la- ReportDocs/Temp Home ‘
| Finer: - O Sow A | Grosp by Acea . |
| G| S a n Manage Folder -
g 2 N “ oyt
3 & \ 5
nit M1 £Y Ervow NET LT oot NET Botes “
ANEPOA 200 T »)e a2y
Q z §
S .". .a. ! - "
" deg el NET Trae £T Useny A(\ anon Commacaon Nachow Paoes g
Bonet_Cerh Levels Lertrgn Sngn Xy Corron
[ - -
.
2 & =
e el Providens Sewwon e
N ® £ ma
PN
3 -
o & -
a hore
fo v — Oetedt  Dweciory [oocPages  Mancier
- Moument  Browang Magpregt
v
;7.’ _‘41 ?a p 4
0 MAVE Bypes  Moduled Outes Reguent
¢ et \ew
[ Rewy =

Step 2 Select the Security tab and then click Edit.

X

Temp Properties
General Sharing Security Previous Versions Customize

Object name: CiinetpublwwwrootiHIFIS Web\ReportDocs\Temp

Qroup aruser names

B8 CREATOR OWNER

ER SYSTEM

E2 Administrators (WIN-U4QPV9IRSJSR\Administrators)

<

SR | lears WIN- IXLOPVYORS IRRU lears)

w
>

Permissions for CREATOR
OWNER

To change permissions. click Edit

Allow Deny

Full control

~

Modify

Read & execute
Listfolder contents
Read

Write

For special permissions or advanced settings.

Ad d
click Advanced. vance

OK Cancel Apply
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On the list, scroll down to find the group called 1IS_IUSRS and select it.
With the gorup selected, place a check-mark in the Allow column for the
Modify permission as per the image below and click OK. This will
resolve the error.

Permissions for Temp x

Security
Objectname: Chinetpub\wwwrootiHIFIS Web\ReporDocs\Temp

Group or user names:

ER CREATOR OWNER

ER SYSTEM

ER Administrators (WIN-U4QPVIRSJSR\Administrators)
5B Users (WIN-U40PVIRSJ5R\Users)

F1 41IS_IUSRS (WIN-U4QPVIRSJSR|IIS_IUSRS)
SR Trustedinstaller

Add.. Remove
Permissions for IS_IUSRS Allow Deny
Full control O o~
Modify 0
Read & execute ]
List folder contents O
Read | o




